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Abstract: Digital transformation demands systemic adaptation in the quality assurance
framework for higher education. This study aims to synthesize literature on the paradigms,
strategies, and challenges of quality control in the digital era using a Systematic Literature
Review (SLR) guided by PRISMA. Thematic analysis was conducted on 39 selected articles
from an initial corpus of 80. The main findings show a paradigm evolution towards the "Quality
4.0" concept, which is proactive and data-driven. Successful implementation requires a
multidimensional strategy encompassing transformational leadership, integrated technology
infrastructure, human resource capacity development, curriculum design, and accreditation
transformation. However, this process faces significant technological, organizational,
pedagogical, and regulatory challenges. It is concluded that digital quality control is a holistic
transformation that transcends technology adoption, demanding fundamental changes in
culture and processes. Synergy between adaptive institutional policies and flexible regulatory
support is necessary to realize innovative and high-quality higher education.

Keywords: Quality Assurance, Higher Education, Digital Era, Systematic Literature Review,
Quality 4.0

INTRODUCTION

Entering the era of Industry 4.0 and Society 5.0, the global higher education landscape is
undergoing a fundamental transformation. This era is marked by massive digital disruption,
where technologies like artificial intelligence, big data, and the Internet of Things (IoT) are not
only changing how industries operate but also redefining the competencies required of human
resources (Darmaji, Mustiningsih, & Arifin, 2019). Consequently, higher education institutions
(HEIs) face an urgent demand to produce graduates who not only master their field but also
possess digital literacy, adaptability, and critical thinking skills to compete on a global stage
(Neliwati, Bakti, & Lubis, 2024). In this context, the quality of higher education is no longer
just a goal but a strategic imperative for every institution to maintain its relevance and
existence. Quality has become the primary determinant distinguishing institutions and the
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foundation for national competitiveness amidst increasingly fierce competition (Pramono &
Widiyanto, 2024).

This shift has directly driven a paradigm change in educational delivery, moving from
conventional models centered on physical classrooms (face-to-face) to more flexible,
technology-based models. Online learning, blended learning, and hybrid learning have become
integral parts of the educational ecosystem (Ramirez, 2020). This transformation was further
and dramatically accelerated by the COVID-19 pandemic, which forced HEIs worldwide to
rapidly adopt remote learning models. This sudden shift served as a "stress test" for institutional
readiness and simultaneously highlighted the critical role of technology as the backbone of
academic continuity (Sangwa, Butera, & Mutabazi, 2025; Subijanto et al., 2021). As
institutions navigate this new normal, controlling and ensuring the quality of digital education
has become a primary and highly complex challenge.

The Problem: New Challenges in Quality Control

The rapid digitization of education has brought forth a new set of challenges and
opportunities in quality assurance and control. Traditional quality assurance practices, which
heavily relied on periodic (often five-yearly) site visits, physical document reviews
(portfolios), and retrospective self-evaluations, are proving inadequate for the dynamic and
data-rich nature of digital education (Budarina & Polupan, 2019). The emergence of new
learning modalities, digital assessment methods, and massive data generation requires a
fundamental rethink of how quality is defined, monitored, evaluated, and enhanced.

This challenge is particularly acute in national contexts with established quality
assurance frameworks. In Indonesia, for example, the Internal Quality Assurance System
(SPMI) and the External Quality Assurance System (SPME), managed by the National
Accreditation Agency (BAN-PT) and Independent Accreditation Bodies (LAM), were
designed primarily for a conventional, face-to-face educational paradigm (Salsabila & Faslah,
2025). There is now an urgent need to adapt these frameworks. This involves not only digitizing
administrative processes but also, more importantly, reformulating quality standards,
indicators, and audit instruments to be relevant and effective in assessing the quality of online
interactions, digital assessments, and technology-based institutional governance (Nugroho,
2023).

Conceptual Underpinning: The Paradigm Tension in Digital Era Quality

The central argument underpinning this research is that quality control in the digital era
is, at its core, a matter of systemic adaptation fraught with tension.

To understand this tension, we must examine the two existing poles. On one hand, we
have the established quality framework. Philosophically, this is rooted in Total Quality
Management (TQM), which emphasizes continuous improvement and a focus on stakeholder
satisfaction (Sirisan et al., 2022; Darmaji et al., 2019). Operationally in Indonesia, this
philosophy is embodied in the Internal Quality Assurance System (SPMI) and External Quality
Assurance System (SPME/Accreditation) (Salsabila & Faslah, 2025). The primary
characteristic of this established framework is its tendency to be retrospective, periodic (e.g.,
5-year cycles), and heavily reliant on document-based evaluations (Abdillah, 2024; Mulyasa
& Aryani, 2022).

On the other hand, we have the disruptive force of digital transformation. This disruption
not only changes teaching methods but also introduces an entirely new quality management
paradigm, known as "Quality 4.0" (Abnoulgid et al., 2025). Unlike the traditional system,
Quality 4.0 is proactive, predictive, and real-time. This paradigm leverages Big Data and
Learning Analytics to monitor processes and identify potential quality failures instantly, rather
than waiting for year-end reports (Budarina & Polupan, 2019; Buinytska et al., 2025).
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Herein lies the central argument of this study: a tension has emerged between the
demands of the fast-paced, proactive, data-driven Quality 4.0 paradigm and the traditional
SPMI/SPME framework, which remains periodic and bureaucratic. This paper uses this
conceptual tension as its foundation to analyze how higher education institutions—through
various strategies and obstacles—are attempting to bridge the gap between these two
paradigms.

Research Questions
Based on the background and conceptual underpinning described, this study seeks to

answer the following research questions:

1. How have the concepts and practices of quality control in higher education evolved in the
digital era?

2. What are the key strategies implemented by higher education institutions to manage quality
digitally?

3. What are the primary challenges faced in the implementation of digital-based quality
control?

Research Objective

The objective of this systematic literature review is to identify, analyze, and synthesize
the scientific literature regarding the models, strategies, and challenges of quality control in
higher education in the digital era.

METHOD
Systematic Literature Review Protocol

This research was designed using a Systematic Literature Review (SLR) approach. To
ensure a transparent, systematic, and replicable review process, this study strictly adopts the
protocol from PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-
Analyses) (Page et al., 2021). This approach was chosen for its ability to identify, evaluate, and
synthesize all relevant research evidence related to the formulated research questions, thereby
minimizing bias and providing a more balanced and comprehensive overview of the topic
under investigation. The PRISMA protocol guides every step, from literature identification to
the final reporting of findings.

Search Strategy and Article Selection Criteria

A. Data Source: Unlike typical SLRs that conduct extensive searches across various
databases, this study adopts an approach based on a predefined corpus. The primary
data source for this review is a collection of 80 scientific articles (journals, proceedings,
and research reports) that were previously gathered and deemed relevant to the research
topic. This approach allows for an in-depth analysis of a curated set of literature.

B. Inclusion and Exclusion Criteria: To ensure the relevance and focus of the research, a
clear set of inclusion and exclusion criteria was established.

Inclusion Criteria:

1. The article explicitly discusses the topic of quality assurance, quality control, or
accreditation.

2. The research context is higher education, including universities, polytechnics, or
institutes.

3. The study discusses or is relevant to the context of the digital era, characterized by
terms such as digital transformation, online learning, e-learning, technology-enhanced
learning, blended learning, or hybrid learning.
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Exclusion Criteria:
1. Articles focusing on primary or secondary education levels.
2. Studies that do not specifically address the context of quality assurance (e.g., only
discussing learning technology in general).
3. Duplicate articles or early versions of a more complete publication (e.g., a preprint if
the journal version was already included).

Selection Process and Data Extraction

The article selection process from the corpus of 80 studies was conducted through several
systematic stages. The initial stage was the identification and elimination of duplicate articles.
Subsequently, a screening process based on titles and abstracts was carried out to filter out
articles that clearly did not meet the inclusion criteria. The final stage was a full-text reading
of the articles that passed the screening to make a final decision on their eligibility for inclusion
in the analysis.

After the final articles were selected, the data extraction process was carried out
systematically. Key information from each article was extracted and recorded in a structured
worksheet. The extracted data included: (a) author(s) and year of publication, (b) research
objective, (c) methodology used, (d) country or regional context, and (e) key findings relevant
to the research questions, especially those related to quality control frameworks, strategies, and
challenges.

Data Synthesis and Analysis

The extracted data were then synthesized using a thematic analysis approach (Braun &
Clarke, 2006). This method was chosen for its flexibility in identifying, analyzing, and
reporting relevant patterns (themes) from rich qualitative data. The analysis process involved
several stages: (1) repeated reading and familiarization with the extracted data, (2) generation
of initial codes to identify interesting features, (3) searching for potential themes by grouping
similar codes, (4) reviewing and refining themes, and (5) defining and naming the final themes.
The emerging themes were grouped according to the research questions, focusing on the
evolution of quality concepts, implementation strategies, and challenges faced. This process
allowed the researchers to build a coherent narrative and answer the research questions in a
structured and in-depth manner.

RESULTS AND DISCUSSION

This chapter presents the main findings synthesized from the systematic literature
analysis. The discussion begins by presenting the general characteristics of the analyzed
studies, followed by an in-depth thematic analysis corresponding to the research questions: the
evolution of quality concepts, implementation strategies, and challenges faced in quality
control in higher education in the digital era.

General Characteristics of the Studies

The literature selection process was meticulously conducted following the flow
recommended by PRISMA 2020. From the initial corpus of 80 pre-defined articles, the first
stage was duplicate identification. At this stage, 11 duplicate articles were found and removed,
leaving 69 unique articles for the screening process.

Next, a screening based on titles and abstracts was performed to assess initial relevance
to the research topic. From the 69 articles, 23 articles were excluded because they did not meet
the inclusion criteria (e.g., focusing on non-HEI levels or not directly discussing quality
assurance). This process yielded 46 articles deemed potentially relevant, which proceeded to
the full-text review stage.
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After an in-depth evaluation of the full texts of these 46 articles, another 7 articles were
excluded. Reasons for exclusion at this stage included articles that were found to be opinion
pieces or editorials without a clear research basis, or their context was not relevant upon closer
inspection.

Finally, a total of 39 articles were assessed as meeting all inclusion and exclusion criteria
and were therefore included in the final qualitative synthesis. These figures demonstrate a
rigorous selection process to ensure the quality and relevance of the analyzed literature.

Publication Profile and Trends
An analysis of the 39 selected articles reveals several important characteristics.

1. Publication Trend by Year: There is a significant increase in the number of
publications on digital quality assurance in the last five years, especially since 2020.
This escalation is strongly linked to the accelerated digital transformation triggered by
the COVID-19 pandemic, which forced HEIs worldwide to adopt and evaluate remote
learning models (Ramirez, 2020; Sart, 2021). Many analyzed studies explicitly
highlight the pandemic as a crucial turning point (Sangwa, Butera, & Mutabazi, 2025;
Subijanto et al., 2021), indicating that this topic has become increasingly urgent and
relevant in the current academic discourse.

2. Geographical Distribution: The article corpus shows a diverse geographical
distribution, covering studies from various parts of the world, including Europe, North
America, and Asia. This indicates that the challenge of quality assurance in the digital
era is a global phenomenon. However, there is a significant concentration on the context
of developing countries, particularly in Southeast Asia, such as Indonesia (Salsabila &
Faslah, 2025; Mulyasa & Aryani, 2022) and Vietnam (Nguyen & Shah, 2019), as well
as other nations like Saudi Arabia (Al-Otaibi & Albaroudi, 2023). This concentration
provides rich insights into how quality assurance systems are being adapted within
specific resource contexts and regional challenges.

3. Dominant Research Methodologies: In terms of methodological approach, the
majority of the analyzed studies used qualitative methods, such as case studies,
literature studies (including other systematic reviews), and conceptual analysis
(Pramono & Widiyanto, 2024; Rizkiyah, 2025). This qualitative approach allows for
an in-depth exploration of implementation complexities, stakeholder perceptions, and
contextual factors influencing the success of digital quality assurance systems.
Quantitative studies, such as surveys, were also found but in smaller numbers, often
used to measure perceptions or the implementation level of information systems
(Wigiyantini, Nuryaningsih, & Purnamaningsih, 2025). The dominance of qualitative
and conceptual approaches suggests that the field is still in the phase of developing
frameworks and deep understanding, before moving to large-scale hypothesis testing.

Theme 1: Evolution of the Quality Paradigm: From Traditional to Digital (Quality 4.0)

An in-depth analysis of the selected literature indicates a fundamental paradigm
evolution in higher education quality control. This transformation marks a shift from a
traditional approach—which was reactive and periodic—towards a digital model that is
proactive, continuous, and data-driven.

Shift from Periodic Audits to Real-Time Monitoring

Traditional quality assurance (QA) practices relied heavily on periodic audit cycles and
document-intensive accreditation processes (e.g., preparing forms and self-evaluation reports)
conducted at specific intervals, such as annually or every five years (Nugroho, 2023; Sadikin
et al., 2022). While important, this model tends to be retrospective, evaluating past
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performance, which often means improvement interventions are delayed. Digitization radically
changes this dynamic by enabling real-time quality monitoring (Budarina & Polupan, 2019).
Integrated quality management information systems allow for continuous data collection from
various sources, such as Learning Management Systems (LMS), academic information
systems, and student feedback platforms (Wigiyantini, Nuryaningsih, & Purnamaningsih,
2025). Consequently, QA units and program leaders can monitor Key Performance Indicators
(KPIs) directly, identify potential problems earlier, and implement rapid improvement
interventions instead of waiting for the next evaluation cycle (Khotimah et al., 2024;
Handayani, Sunandar, & Juharyanto, 2023).

Adoption of the "Quality 4.0" Concept in Higher Education

This paradigm shift is conceptualized in the idea of ""Quality 4.0", a term adapted from
Industry 4.0 to describe the future of quality management (Ralea, Dobrin, Barbu, & Tanase,
2019). In the context of higher education, Quality 4.0 represents the integration of advanced
digital technologies into every aspect of the QA system (Abnoulgid, Aouhassi, Mansouri, &
Akef, 2025). Two main technological pillars support this framework, as identified in the
literature:

1. Big Data and Learning Analytics: Modern HEIs generate vast volumes of data daily.
Quality 4.0 leverages this big data to produce previously inaccessible insights. One of
its primary applications is learning analytics, the measurement, collection, analysis, and
reporting of data about students and their contexts, for purposes of understanding and
optimizing learning and the environments in which it occurs (Buinytska et al., 2025).
For example, by analyzing data from an LMS, a QA unit can identify patterns of low
student engagement in specific courses, the effectiveness of digital teaching materials,
or the difficulty level of assessments, all of which become valuable inputs for
continuous improvement (Schellekens et al., 2023).

2. Artificial Intelligence (Al): Al plays a transformative role in automating and enhancing
the accuracy of QA processes. Al applications in Quality 4.0 range from smart
proctoring systems to maintain the integrity of online exams, chatbots for 24/7 student
support services, to predictive algorithms that can identify students at risk of dropping
out based on their learning behavior patterns (Abnoulgid, Aouhassi, Mansouri, & Akef,
2025). Furthermore, Al can be used to analyze large-scale qualitative data, such as
survey feedback, to automatically identify sentiment and key themes, providing deeper
insights for quality managers (Sirisan et al., 2022).

Overall, this evolution towards Quality 4.0 transforms quality assurance from a mere
compliance process into an intelligent, predictive strategic mechanism aimed at continuously
enhancing the student learning experience and institutional effectiveness.

Theme 2: Quality Assurance Frameworks and Models in the Digital Era

The evolution of the quality paradigm discussed earlier is realized through the
development and adaptation of various quality assurance frameworks and models. The
literature analysis shows that no single model is universally adopted; instead, institutions tend
to adapt or combine elements from various international models while trying to adjust existing
national frameworks.

Analysis of International Models

Several international frameworks have become important references for HEIs worldwide
in designing and evaluating the quality of digital education. Among the most frequently cited
in the literature are:
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1.

OECD Framework for Digital Higher Education: The report from the Organisation for
Economic Co-operation and Development (OECD) presents a comprehensive
framework that focuses not only on technical aspects but also on the practices and
supports necessary for quality digital higher education. This framework identifies key
indicators at various levels—institution, program, and course—and emphasizes the
importance of supportive policies, professional development for staff, and an inclusive
student learning experience (Staring et al., 2022). It serves as a macro- and meso-level
guide for policymakers and university leaders.

E-xcellence Framework: Developed by the European Association of Distance Teaching
Universities (EADTU), the E-xcellence model is a self-assessment tool that allows
institutions to evaluate their maturity level in e-learning provision. The model includes
a set of benchmarks structured in several key areas, such as curriculum design, course
delivery, student support, and strategic management. Its goal is to help institutions
identify strengths and areas for improvement to achieve excellence in open and distance
education (Staring et al., 2022).

Quality Matters (QM) Rubric: Unlike models focusing on the institutional level,
Quality Matters is a highly detailed, practice-oriented framework at the micro-level,
i.e., online course design. QM provides a comprehensive rubric with specific,
measurable standards covering aspects such as learning objectives, instructional
materials, learning activities, technology use, and student support. This model is widely
used, especially in North America, as a practical guide for faculty and instructional
designers to ensure that every online course is designed to high-quality standards from
the outset (Benson, Williams, & Heggart, 2024).

These models, along with other frameworks like the European Maturity Model for

Blended Education, offer a "toolbox" for HEIs to design, evaluate, and improve the quality of
their digital education offerings according to their specific contexts and goals.

Adaptation of National Models: The Indonesian Case

In the Indonesian context, the main challenge is to adapt and digitize the established

national quality assurance frameworks, namely the Internal Quality Assurance System (SPMI)
and the External Quality Assurance System (SPME) through accreditation.

1.

Digitalization of SPMI: SPMI is the system run independently by each HEI to control
and improve quality continuously, known as the PPEPP cycle (Setting, Implementing,
Evaluating, Controlling, and Enhancing standards) (Salsabila & Faslah, 2025). The
digitalization of SPMI involves transforming manual, document-based processes into
an integrated, data-driven system. This includes developing a quality management
information system capable of automatically pulling data from various other systems
(e.g., academic system, LMS, HR system) to monitor the achievement of National
Standards for Higher Education (SN-Dikti) and university-set standards (Wigiyantini,
Nuryaningsih, & Purnamaningsih, 2025). The goal is to create a quality dashboard that
enables more efficient, accurate, and continuous self-evaluation, thereby supporting
quick and precise decision-making (Abdillah, 2024; Mulyasa & Aryani, 2022).

Digitalization of Accreditation (SPME): SPME, run by BAN-PT and the Independent
Accreditation Bodies (LAMs), is also undergoing a significant transformation. The
accreditation process, which previously relied heavily on the submission of thick
physical forms, is now shifting to digital platforms (Nugroho, 2023). However, the
biggest challenge is not just the technical submission of data, but the adaptation of the
assessment instruments and criteria themselves. Current accreditation instruments are
still being adjusted to fairly and comprehensively evaluate the quality of education
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delivered in online or blended modes. Issues such as evaluating faculty-student
interaction in virtual environments, the validity of online assessments, and the adequacy
of digital infrastructure are new criteria that need to be thoughtfully integrated into the
accreditation process to remain relevant to contemporary educational practices
(Prasetya et al., 2025).

The Importance of Flexible and Adaptive Frameworks

A strong common thread from the analysis of these various models is the urgent need for
flexible and adaptive quality assurance frameworks. The digital era is characterized by rapid
technological change and constantly evolving pedagogical innovations. Therefore, rigid and
prescriptive frameworks risk stifling innovation and quickly becoming obsolete (Gibbs et al.,
2024). Conversely, an adaptive model allows HEIs to experiment with new approaches (e.g.,
micro-credentials, personalized learning) while still maintaining accountability to core quality
standards (Hakansson Lindqvist et al., 2024). This flexibility is also crucial for accommodating
institutional diversity, where a "one-size-fits-all" approach is no longer relevant (Jarodi et al.,
2024). The ideal framework must balance standardization for basic quality assurance with the
agility to foster a culture of continuous improvement and innovation relevant to each
institution's specific context.

Theme 3: Key Strategies for Implementing Digital Quality Control

The literature analysis identifies that the successful implementation of digital-era quality
control does not depend on a single factor but is the result of a synergy of coordinated strategies
across various dimensions. The following is an in-depth analysis of the first three fundamental
dimensions.

The Leadership and Quality Culture Dimension

The literature consistently places leadership as the foundation of any quality
transformation initiative. However, this role extends beyond mere managerial functions.
Studies indicate the need for transformational leadership, which is the ability of leaders not
only to manage change but also to inspire and build a collective commitment to a vision of
quality in the digital era (Asiyai, 2020; Sirilak & Wannasri, 2023). This leadership is
manifested through several strategic actions:

1. Vision Articulation: Leaders must be able to formulate and clearly communicate why
digital transformation in quality assurance is critical to the institution's future. This
vision must link digitalization to larger goals, such as improving the student learning
experience and graduate relevance in the workforce (Sadikin et al., 2022).

2. Empowerment and Support: Effective leaders create an environment that supports
innovation by providing autonomy, adequate resources, and protection from the risk of
failure. They act as facilitators, not just supervisors.

3. Data-Driven Decision Making: Transformational leadership in the digital age is marked
by a shift from intuition-based to evidence-based (data-driven) decision-making.
Leaders must be exemplars in using data from quality information systems to make
precise, targeted strategic decisions.

This leadership vision is meaningless unless accompanied by the development of a digital
quality culture. This is a fundamental mindset shift throughout the organization (Purba, 2024;
Tuti Hermelinda et al., 2020). If quality assurance was previously perceived as an
administrative "burden" relevant only during the accreditation cycle, a digital quality culture
instills the understanding that quality is a shared responsibility integrated into daily practice.
This culture views data not as a tool for judgment, but as a tool for learning and continuous
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improvement (Jarodi et al., 2024). Without this supportive culture, investments in even the
most advanced technology will be futile, as the technology will not be optimally utilized by
stakeholders.

The Infrastructure and Technology Dimension
Robust and reliable digital infrastructure is an absolute prerequisite. However, an
effective strategy is not merely the procurement of hardware or software, but the construction
of an integrated digital ecosystem. The focal point of this ecosystem is the Integrated Quality
Management Information System (SIMMT) (Wigiyantini, Nuryaningsih, & Purnamaningsih,
2025). The key to this system is its ability to interoperate and automatically pull data from the
various "data silos" that exist in a university, such as:
1. LMS Platforms (e.g., Moodle, Google Classroom) for student activity and engagement
data.
2. Academic Information Systems for grades, student status, and curriculum records.
3. HR Information Systems for faculty qualifications and teaching loads.
4. Research and Community Service Repositories for publication and scientific activity
outputs.

This integration aims to create a single source of truth that enables holistic analysis and
drastically reduces redundancy and administrative workload (Khotimah et al., 2024). The
ultimate goal of this infrastructure is to empower QA units and decision-makers with accurate,
real-time, and easily accessible data, thereby enabling transparency and accountability in the
quality cycle (Buinytska et al., 2025).

The Human Resources Dimension

The strategy for the human resources (HR) dimension is the most critical, as it is people
who will ultimately use the technology and execute the processes. Investing in technology
without a parallel investment in people is a recipe for failure. The literature highlights the
importance of a two-pronged approach to HR capacity development:

1. Enhancing Faculty's Digital Pedagogy Competence: Training for faculty must move
beyond basic digital literacy (how to operate software). The primary focus must be on
digital pedagogy—the science and art of teaching effectively in a technology-mediated
environment (Purba, 2024). This includes training in: (1) Online Instructional Design:
Applying proven learning design principles to online/blended formats. (2) Digital
Assessment: Developing valid and reliable evaluation methods and strategies to
maintain academic integrity. (3) Facilitating Interaction: Building interactive and
supportive online learning communities. The study by Benson, Williams, & Heggart
(2024) underscores that continuous professional development programs and the
formation of communities of practice are the most impactful strategies.

2. Upgrading the Capacity of Quality Assurance Staff: Academic support staff involved
in the QA process also require a new skill set. They must transform from document
administrators into quality data analysts. Relevant training includes: (1) Educational
Data Analysis: The ability to read, interpret, and visualize data to identify trends and
anomalies. (2) Information System Management: Technical understanding to manage
and ensure data integrity within the SIMMT. (3) Technology-Based Quality Auditing:
Techniques for conducting audits and site assessments efficiently using digital tools
(Handayani, Sunandar, & Juharyanto, 2023).
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The Curriculum and Learning Dimension

This dimension is the heart of academic quality assurance, as it directly touches the
student learning experience. Effective strategies in this area no longer focus on post-
implementation evaluation, but on quality assurance from the design stage (quality by design).
The literature underscores two main areas of intervention:

1. Quality Assurance of Instructional Design: The quality of an online or blended course
is largely determined by the quality of its design. A key strategy identified is the
adoption of structured, evidence-based instructional design frameworks. The
systematic review by Benson, Williams, & Heggart (2024) found that the most effective
interventions were those focused on instructional design support, often using validated
rubrics or standards. International frameworks like Quality Matters (QM) serve as a
reference to ensure that essential elements—such as the alignment of learning
objectives, activities, and assessments—are carefully designed from the outset.
Furthermore, Sebbaq & El Faddouli (2024) emphasize the importance of quality
indicators at the micro-level (e.g., video material quality, clarity of instructions,
discussion forum design), indicating that quality assurance must touch every detail of
the digital learning experience.

2. Quality Assurance of Assessment and Evaluation: Assessment in a digital environment
presents one of the greatest challenges, particularly regarding issues of validity and
academic integrity. An effective strategy demands a reconceptualization of assessment.
This means moving beyond simply transferring multiple-choice exams to an online
format, and toward the development of authentic assessments (e.g., projects, portfolios,
case studies) that are more difficult to cheat on and more relevant to real-world
competencies. Moreover, developing a systematic evaluation system for the assessment
program itself becomes crucial. The study by Schellekens et al. (2023), for example,
reports on the development of a specialized digital application to assure the quality of
the entire assessment program, ensuring that the evaluation methods used are diverse,
valid, and reliable. Ultimately, strategies in this dimension aim to create a rich,
interactive, and student-centered learning environment, where engagement becomes a
quality indicator just as important as exam results, aligning with the focus on student
experience identified by Pramono & Widiyanto (2024).

The Accreditation Dimension

This dimension represents the external validation of all internal quality assurance efforts.
The primary strategy here is the transformation of the accreditation process from a periodic
administrative ritual into an integrated, efficient, and data-driven mechanism. The goal of this
transformation, as emphasized by Khotimah et al. (2024), is to improve efficiency,
transparency, and accuracy.

1. Efficiency through Automation: The traditional accreditation process is synonymous
with a massive administrative workload, involving the collection and compilation of
thousands of documents into physical forms. Digitalization fundamentally changes this.
Studies by Nugroho (2023) and Pandey & Subedi (2023) highlight the urgency of
shifting to digital accreditation platforms that are directly integrated with the
university's Internal Quality Assurance System (SPMI). Data for accreditation forms
are no longer entered manually but are automatically pulled from existing information
systems, drastically reducing the time, cost, and labor required.

2. Transparency and Accuracy Based on Data: With data pulled directly from the source
(e.g., academic system, financial system, LMS), the accreditation process becomes
more transparent and accurate. This minimizes the potential for human error or even
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data manipulation that can occur in manual processes. Khotimah et al. (2024) affirm
that digital systems allow for easier and more reliable data verification by assessors.

Shifting Focus from Compliance to Improvement: Perhaps most importantly,
digitalization allows for a shift in the focus of accreditation. When the data collection
process is automated, the time and energy of assessors and QA units can be redirected
from mere document compliance-checking to a more substantive dialogue about
strategies and evidence of continuous quality improvement. The accreditation process,
as implied by Prasetya et al. (2025), can become more formative and consultative,
serving as a real catalyst for improvement rather than just a periodic stamp of approval.

Theme 4: Key Challenges in Implementing Digital Quality Control

Although implementation strategies have been identified, the transition to digital quality

control is not seamless. The literature analysis consistently highlights a series of significant
challenges that HEIs must anticipate and mitigate. These challenges can be categorized into
several domains, starting with technology and people.

Technology and Infrastructure Challenges

Challenges at this level are fundamental, as technological infrastructure is the foundation

upon which the entire digital quality system is built.

1.

The Digital Divide: This is the most frequently cited challenge, yet it is often narrowly
understood. The digital divide is not just about device ownership or internet access; it
is also about the quality and stability of that access and geographical conditions. The
report by Pandey & Subedi (2023) explicitly raises how this divide can exacerbate
social injustice in the accreditation process, where institutions in remote areas or with
limited resources face immense difficulty in providing comprehensive digital evidence.
Alenezi, Wardat, & Akour (2023) also stress that this digital inequality can create
significant barriers to equitable participation, both for students in the learning process
and for institutions in the quality assurance process. The challenge is to ensure that
digital quality systems do not inadvertently penalize those who are already in a
disadvantaged position.

Cybersecurity: As quality data—from students' personal data and grades to institutional
self-evaluation reports—becomes increasingly centralized in digital systems, the risk
of cybersecurity threats increases exponentially. Nugroho (2023) alludes to the
challenges stemming from the rapid development of information technology, which
inherently includes security threats. Institutions must now contend with threats ranging
from data breaches, ransomware attacks that can paralyze systems, to privacy issues
related to the use of student data for learning analytics. Securing this data requires
significant investment in security infrastructure, strict data governance policies, and
security awareness from all users, which adds a layer of complexity and cost for HEIs.
System Interoperability: This is a hidden but crucial technical challenge. Ideally, as
envisioned in the SIMMT concept by Khotimah et al. (2024), quality data should flow
seamlessly between systems. However, the reality is that many HEIs operate with
various isolated legacy systems (academic data in one system, LMS on another
platform, financial data in a third). These systems were often not designed to "talk" to
each other. The challenge of interoperability lies in the technical difficulty and high
cost of building bridges (APIs or middleware) that allow these disparate systems to
exchange data automatically. Without interoperability, the dream of real-time quality
monitoring is hampered by tedious and error-prone manual data entry processes.
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Human and Organizational Challenges

Challenges in this domain are often more difficult to overcome than technical problems

because they involve changing behaviors and culture.

1.

Resistance to Change: The shift toward a transparent, data-driven quality system often
triggers resistance from various levels. Jarodi et al. (2024) highlight the importance of
a "cultural shift" as one of the main challenges. This resistance can come from faculty
who feel their professional autonomy is threatened by digital monitoring or burdened
by new administrative demands. Administrative staff may worry that their roles will be
replaced by automation. As revealed by Damayanto et al. (2022), this management
challenge is not just simple refusal but is often rooted in legitimate concerns about
increased workload, lack of skills, or fear of an evaluation that feels like surveillance.
Lack of Digital Literacy: This challenge is closely related to resistance. The required
digital literacy is not just the basic ability to use a computer. Purba (2024) underscores
the need for the development of specific digital competencies. For faculty, the challenge
is mastering digital pedagogy. For QA staff and leaders, the challenge is data literacy—
the ability to read, interpret, and take action based on the analytical data presented by
the system. This literacy gap creates a major bottleneck, where sophisticated systems
that have been built are ultimately underutilized because users do not know how to use
them effectively for quality improvement.

Ineffective Change Management: Overcoming resistance and digital literacy gaps
requires a structured change management strategy. The challenge is that many HEI
leaders are experts in their academic fields but not trained change managers.
Implementing a new system with a top-down approach, without adequate stakeholder
involvement, poor communication about the goals and benefits of the change, and a
lack of continuous support and training, is almost certain to fail. The success of the
transformation, as implied by various studies on leadership (Asiyai, 2020), is highly
dependent on the ability to manage the "human" side of technological change.

Pedagogical Challenges

These are challenges that strike at the core of the academic process. While technology

provides a new medium, ensuring that the teaching and learning process remains high-quality
in a digital environment is a complex struggle.

1.

Maintaining Academic Integrity in Online Assessment: This is one of the most pressing
and frequently discussed pedagogical challenges. The transition to online assessment
opens up significant opportunities for academic dishonesty, from plagiarism to contract
cheating. Alenezi, Wardat, & Akour (2023) highlight this as one of the primary
obstacles in digital education integration. Although technological solutions like
proctoring software (remote exam supervision) have been widely adopted, their use
often creates new problems, including student privacy issues, algorithmic bias, and
increased test anxiety. The deeper challenge is not merely preventing cheating, but
redesigning assessments to be less cheatable and to genuinely measure understanding.
This requires a shift from rote memorization exams to authentic, project- or portfolio-
based assessments. However, as implied by the study from Schellekens et al. (2023),
developing and assuring the quality of a comprehensive and pedagogically valid
assessment program is an extremely complex and resource-intensive undertaking.

Ensuring the Quality of Interaction and Learning Engagement: Another fundamental
pedagogical challenge is replicating, or even surpassing, the quality of interaction that
occurs in a face-to-face classroom. A learning process that merely transfers lecture
videos to an LMS risks becoming a passive and isolating experience. The study by
Subijanto et al. (2021), reflecting on the rapid transition during the pandemic, highlights

2235|Page


https://dinastipub.org/DIJEMSS

https://dinastipub.org/DIJEMSS, Vol. 7, No. 2, December 2025

that many institutions were forced into remote learning without clear quality standards,
often sacrificing the interactive aspect. Quality assurance here must be able to evaluate
the quality of three types of interaction: student-faculty, student-student, and student-
content. As emphasized in the review by Benson, Williams, & Heggart (2024), the
quality of blended learning is highly dependent on careful instructional design and
pedagogical support for faculty to facilitate meaningful discussions, collaborative
group work, and personalized feedback in a digital environment. Without a strong focus
on these pedagogical aspects, quality assurance risks measuring only technical and
administrative aspects, not the true quality of the learning experience.

Regulation and Policy Challenges
Challenges at this level are macro-level and often outside the direct control of HEIs, yet
they significantly affect their room to innovate.

1. Rigidity of Existing Standards and Instruments: Many existing national quality
assurance frameworks and accreditation instruments were designed in a pre-digital era.
As a result, the standards and criteria used are often irrelevant or inadequate for
evaluating digital education models. The study by Gibbs et al. (2024) highlights a
tension between quality assurance (which often standardizes) and innovation (which
demands flexibility). In the Indonesian context, Prasetya et al. (2025) and Salsabila &
Faslah (2025) discuss how the BAN-PT/LAM accreditation instruments are still in the
process of adapting to be able to fairly assess things like the quality of interaction in
asynchronous discussion forums, the validity of digital portfolios, or the effectiveness
of virtual labs. This rigidity can create a situation where good pedagogical innovation
is "punished" by the accreditation system because it does not fit with outdated
evaluation metrics.

2. Lagin Policy Adaptation: Technology and digital education practices are evolving at a
pace that far outstrips the policymaking cycle. The government's delay in issuing
supportive and adaptive regulations creates an environment of uncertainty for HEIs. As
highlighted in the OECD report (Staring et al., 2022), supportive national policy is one
of the main pillars for quality digital higher education. Without clear policy guidance
on, for example, standards for micro-credentials, recognition of cross-institutional
learning via MOOC:s, or data privacy regulations for learning analytics, HEIs may be
hesitant to fully invest in new models. The study on QA regulation in Indonesia by
Gusti & Masduki (2022) underscores how regulations are continuously evolving, but
the challenge is to ensure this evolution is fast enough to keep pace with innovation on
the ground, so that policy functions as an accelerator, not an inhibitor.

CONCLUSION
Based on the systematic literature analysis and synthesis of the 39 selected articles, this study
draws several key conclusions regarding quality control in higher education in the digital era.

First, a fundamental paradigm evolution has occurred, from a traditional quality
assurance model that was periodic, reactive, and document-based, to a new digital paradigm
known as "Quality 4.0". This new paradigm is characterized by continuous, proactive, and real-
time data-driven quality monitoring. The integration of advanced technologies such as Big
Data, Learning Analytics, and Artificial Intelligence (AI) has become a key pillar, enabling
institutions to shift from mere compliance to intelligent, predictive strategic mechanisms for
quality improvement (Abnoulgid et al., 2025; Budarina & Polupan, 2019).

Second, the successful implementation of this new paradigm requires a coordinated and
multidimensional strategy. This study identified five crucial strategic dimensions: (1)
Transformational leadership capable of building a digital quality culture; (2) The development
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of an integrated technology infrastructure, not just software procurement; (3) HR capacity
development focused on digital pedagogy and data literacy; (4) Quality assurance at the
curriculum and learning level with a quality by design approach; and (5) The transformation
of the accreditation process to be more efficient and substantive (Asiyai, 2020; Khotimah et
al., 2024; Benson, Williams, & Heggart, 2024).

Third, this transformation journey is fraught with complex and interconnected
challenges. These challenges are not only technical (the digital divide, cybersecurity, system
interoperability) but also—and often more difficultly—human and organizational (resistance
to change, lack of digital literacy), pedagogical (assessment integrity, quality of interaction),
and regulatory (rigid and slow-to-adapt policies) (Alenezi, Wardat, & Akour, 2023; Jarodi et
al., 2024; Gibbs et al., 2024).

Ultimately, these findings confirm that quality control in the digital era is not merely a
technical issue of digitizing processes. It is a holistic transformation that demands fundamental
changes in how institutions think and operate, encompassing a synergy between technology,
people, processes, and culture.

Implications and Suggestions
Based on the conclusions above, this study formulates a series of practical implications
and suggestions for key stakeholders.

Suggestions for Higher Education Institutions:

1. Invest in an Integrated Ecosystem: HEI leaders are advised not to invest only in
individual platforms (e.g., an LMS) but to focus on building an integrated data
ecosystem. Prioritize systems that can interoperate to create a holistic quality
dashboard, enabling accurate data-driven decision-making.

2. Prioritize Digital Pedagogy Development: HR development programs must shift from
basic technical skills training to the deep development of digital pedagogy
competencies for faculty. Form communities of practice to encourage knowledge
sharing and innovation in online learning design and assessment.

3. Lead the Development of a Quality Culture: Leadership must actively and intentionally
build a digital quality culture. This can be done through transparent vision
communication, providing incentives for innovation, and using data as a basis for
improvement dialogues, not as a surveillance tool.

Suggestions for Policymakers and Accreditation Bodies:

1. Develop Adaptive Accreditation Instruments: National accreditation bodies (BAN-
PT/LAMs) need to accelerate the revision of accreditation instruments to be able to
substantively evaluate the quality of digital education. Assessment criteria must be
expanded to include indicators such as the quality of online instructional design, the
effectiveness of virtual interaction, and the validity of digital assessments.

2. Encourage Flexibility, Not Uniformity: National policies should be designed to
encourage flexibility and innovation. Rather than setting rigid technical standards,
regulations should focus on outcome-based standards that allow HEIs to experiment
with various pedagogical models and technologies to achieve established quality goals.

3. Facilitate Collaboration and Sharing of Best Practices: The government and
accreditation bodies can play a vital role as facilitators by creating a national platform
for sharing best practices, research findings, and resources related to digital quality
assurance among HEIs.
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Limitations and Future Research Directions

The researcher acknowledges several limitations in this study. The primary limitation is the
use of a pre-defined corpus of articles (80 articles). While this allowed for an in-depth analysis,
this approach does not cover the entire body of literature that might exist if an extensive search
were conducted across multiple global databases. Therefore, the findings presented represent
a synthesis of this rich but finite set of literature.

Based on these findings and limitations, this study recommends several directions for future
research:

1. Long-Term Impact Studies: Most of the current literature focuses on implementation
strategies and challenges. Future research needs to shift to impact analysis, i.e.,
quantitatively measuring how the implementation of these digital quality assurance
systems truly affects key indicators such as student learning outcomes, graduation rates,
and graduate employability.

2. Cross-Country Comparative Analysis: More comparative studies are needed to analyze
how different countries with varying socio-economic contexts, cultures, and
educational systems are adapting their quality assurance frameworks. Such studies
could provide valuable insights into the contextual factors that determine success.

3. Exploring the Role of Al in Quality Prediction: In line with the Quality 4.0 paradigm,
future research could explore the development and validation of Al-based predictive
models. For example, developing algorithms that can identify students or study
programs at risk of quality decline based on real-time data analysis, thus enabling
proactive interventions before problems become critical.

The conclusion must be linked to the title and answer the research formulation or
objectives. Do not make statements that are not adequately supported by your findings. Write
down improvements made to industrial engineering or science in general. Don't create further
discussion, repeat abstracts, or simply list research findings. Don't use bullet points, use
paragraph sentences instead.
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