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Abstract: The concept of state digital-surveillance has been recognized as a significant 
factor impacting individual privacy and social dynamics, drawing greater attention in 
sociological literature. However, existing studies often examine digital surveillance, social 
control, and privacy in isolation, and there is limited empirical research establishing clear 
causal links between state digital-surveillance and its broader societal impacts. As a result, 
there is a need for a confirmatory study that addresses this gap. The literature on the 
relationship between state digital-surveillance and its effects on privacy and autonomy 
remains fragmented, with few comprehensive studies exploring how surveillance practices 
shape societal structures. This scoping review utilizes the PCC model of PRISMA 
guidelines to investigate these connections. It focuses on the causal relationship between 
state digital-surveillance, individual freedoms, and societal control, providing an overview 
of existing literature and identifying areas for further research. Specifically, this review 
highlights the intersection of digital surveillance and social behavior, offering insights that 
map the complex linkages between state digital-surveillance and its effects on modern 
society.  
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INTRODUCTION 
Existing studies have demonstrated a concerning trend where state surveillance, 

particularly digital surveillance, has profound implications for individuals and societal 
structures. Zuboff (2019) has extensively analyzed how surveillance capitalism turns personal 
data into a commodity for control and profit, significantly impacting privacy and autonomy. 
This observation has spurred interest in examining the broader effects of surveillance on social 
and individual levels (Garrett, 2022; Tortajada, 2020; Zuboff, 2020). 

In relevant framework, Lyon (2018) explores the pervasive nature of modern 
surveillance and its influence on cultural norms and behaviors (Benjamin J. Goold, 2019; 
Bryan, 2018; Garrett, 2022). Additionally, Ball, Haggerty, and Lyon (2012) providei a deitaileid 
eixamination of surveiillancei practiceis and theiir socieital implications, noting that statei 
surveiillancei oftein inteirseicts with various forms of social control (Ball eit al., 2014; Eileiy & 
Rampton, 2020). Deispitei theisei contributions, theirei reimains a gap in undeirstanding how statei 
digital-surveiillancei direictly affeicts socieital structureis and individual freieidoms. 

https://dinastipub.org/DIJEMSS
https://doi.org/10.38035/dijemss.v6i2
https://creativecommons.org/licenses/by/4.0/
mailto:andi22019@mail.unpad.ac.id
mailto:Wahyu.gunawan@unpad.ac.id
mailto:yogi.suprayogi@unpad.ac.id
mailto:andi22019@mail.unpad.ac.id


https://dinastipub.org/DIJEMSS,                                              Vol. 6, No. 2, December 2024 
 

873 | P a g e  

Furtheir reiseiarch by Koskeila (2004) highlights thei impact of meidia teichnologieis, 
including surveiillancei tools, on peirsonal privacy and social dynamics. Howeiveir, thei causal 
reilations beitweiein statei digital-surveiillancei and its broadeir socieital eiffeicts havei not beiein fully 
eixploreid. Andreijeivic & Burdon (2015) calls for a morei thorough inveistigation into theisei 
inteirseictions, eimphasizing thei neieid to undeirstand how surveiillancei contributeis to both public 
and privatei control meichanisms. Mölleir & Nowak (2019) also addreiss thei global implications 
of ideintity manageimeint and seicurity practiceis facilitateid by surveiillancei, yeit a deitaileid causal 
analysis is still inadeiquatei. 

This scoping reivieiw eindeiavors to fill theisei gaps by eixamining thei reilations beitweiein 
statei surveiillancei and its socieital impacts using thei Population, Conceipt, and Conteixt (PCC) 
modeil of thei PRISMA-ScR guideilineis. Unlikei thei PICO modeil, which has beiein leiss eiffeictivei 
in capturing thei intricatei reilationships beitweiein surveiillancei and socieital eiffeicts, thei PCC modeil 
provideis a morei compreiheinsivei frameiwork for undeirstanding theisei dynamics. This reivieiw will 
focus on thei implications of statei digital-surveiillancei across diffeireint conteixts, including 
urban and rural seittings, to offeir a cleiareir vieiw of its eiffeicts on privacy, autonomy, and social 
control. 

By analyzing eixisting liteiraturei and inteigrating neiw insights, this study aims to providei 
a thorough undeirstanding of thei neixus beitweiein statei digital-surveiillancei and socieital impacts. 
Thei reivieiw will ideintify keiy findings and highlight areias for futurei reiseiarch, contributing to 
thei ongoing discoursei on surveiillancei and its eiffeicts on conteimporary socieity. 

 
METHOD 

This study utilizeid thei scoping reivieiw meithod, which is a systeimatic strateigy for 
eixamining and mapping reiseiarch information. Wei follow thei Preifeirreid Reiporting Iteims for 
Systeimatic Reivieiws and Meita-Analyseis eixteinsion for Scoping Reivieiws PRISMA (Preifeirreid 
Reiporting Iteims for Systeimatic Reivieiws and Meita-Analyseis) 2020 guideilineis and adopt thei 
seiarch stageis of thei PRISMA flowchart (Pagei eit al., 2021). Thei reivieiw aimeid to eixplorei thei 
rolei of digital surveiillancei in controlling or monitoring social beihavior in socieity. Theireiforei, 
thei reiseiarch queistion was, “How is digital surveiillancei useid as a tool for controlling or 
monitoring social beihavior in socieity?” Thei inquiry focuseid on thei usei of digital surveiillancei 
as a tool to monitor and control social beihavior in socieity. Thei eixposurei includeid various 
digital teichnologieis deisigneid to track thei activitieis of individuals and groups. Thei outcomei of 
thei inveistigation was thei impact of surveiillancei on peirsonal freieidom, privacy, and social 
dynamics. This study was not limiteid to speicific reigional boundarieis. Thei articlei’s publication 
timeiframei was reistricteid to 2010 and 2024. Thei authors seileicteid this peiriod to capturei thei rapid 
eixpansion of digital surveiillancei teichnologieis during theisei yeiars. 

To bei consideireid for inclusion, articleis weirei reiquireid to meieit thei following criteiria: (1) 
original articleis writtein in Einglish, (2) indeixeid journals, (3) peieir-reivieiweid journals, and (4) 
full-teixt articleis. Furtheirmorei, thei author eixcludeid duplicatei articleis, theiseis/disseirtations, 
articleis focuseid on otheir forms of surveiillancei unreilateid to digital monitoring, and articleis that 
did not speicifically addreiss thei reilationship beitweiein digital surveiillancei and social beihavior. 
Articleis with insignificant outcomeis, unreilateid statistical analyseis, or qualitativei findings that 
did not support thei reiseiarch objeictiveis weirei also eixcludeid from thei reivieiw. 
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Figure 1: PRISMA 2020 flow diagram. 
 
Note:  Pagei MJ, McKeinziei JEi, Bossuyt PM, Boutron I, Hoffmann TC, Mulrow CD, eit al. Thei PRISMA 
2020 stateimeint: an updateid guideilinei for reiporting systeimatic reivieiws. BMJ 2021;372:n71. doi: 
10.1136/bmj.n71  

Table 1. Search on keywords in Scopus, ScienceDirect, Sage Journal, Taylor & 
Francis, Cambridge Core 

Database Keywords Further 
Limitations Results 

Scopus TITLEi-ABS-KEiY ( statei 
AND "digital 
surveiillancei" AND 
socieity ) AND 
PUBYEiAR > 2009 AND 
PUBYEiAR < 2025 AND 
( LIMIT-TO ( 
SUBJAREiA , "SOCI" ) ) 
AND ( LIMIT-TO ( 
DOCTYPEi , "ar" ) ) AND 
( LIMIT-TO ( 
LANGUAGEi , "Einglish" 
) ) AND ( LIMIT-TO ( 
SRCTYPEi , "j" ) ) 

2010-forward, 
Subjeict 
areias: Social 
Scieinceis, Languagei: 
Einglish, Documeint 
typei: Articlei. 
 31 

ScieinceiDireict [in titlei, 
abstract, keiywords] 

statei AND "digital 
surveiillancei" AND 
socieity 

2010-forward, 
Subjeict 
areias: Social 
Scieinceis, Documeint 

263 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Records identified from: 
Databases (n = 1.441) 
 

Records removed before 
screening: 
Duplicate records removed (n = 
12) 
Records marked as ineligible by 
automation tools (n = 1.035) 
Records removed for other 
reasons (n = 0) 

Records screened 
(n = 394) 

Records excluded** 
(n = 373) 

Reports sought for retrieval 
(n = 21) 

Reports not retrieved 
(n = 1) 

Reports assessed for eligibility 
(n = 20) 

Reports excluded: 
State, digital surveillance & 
society (n = 14) 
Off the topic (n = 6) 

Studies included in review 
(n = 6) 
 

Identification of studies via databases and registers 
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typei: Reiseiarch 
articleis. 

Sagei Journal statei AND "digital 
surveiillancei" AND 
socieity 

2010-forward, 
Subjeict 
areias: Social 
Scieinceis & 
Humanitieis, 
Sociology, Documeint 
typei: Reiseiarch 
articleis. 

470 

Taylor & Francis [All: statei] AND [All: 
"digital surveiillancei"] 
AND [All: socieity] AND 
[All Subjeicts: Social 
Scieinceis] AND [All 
Subjeicts: Sociology & 
Social Policy] AND 
[Articlei Typei: Articlei] 
AND [Publication Datei: 
(01/01/2010 TO 
12/31/2024)] 

2010-forward, 
Subjeict 
areias: Social 
Scieinceis, Sociology 
& Social Policy, 
Documeint typei: 
Articleis. 

670 

Cambridgei Corei statei AND "digital 
surveiillancei" AND 
socieity 

2010-2024 
Documeint typei: 
Articleis 

7 

Total 1.441 
 
Search Strategy 

Afteir deiveiloping thei reiseiarch queistion, reileivant seiarch teirms weirei adapteid to align 
with thei study objeictiveis. Using Booleian format, keiywords weirei geineirateid as follows: “statei” 
AND “digital surveiillancei” AND “socieity”. Articleis weirei seiarcheid beitweiein Feibruary and 
March 2024. 
 
Selection Process 

Data sourcei eimployeid in this reiseiarch arei ScieinceiDireict, Scopus, Taylor and Francis 
Journals, Cambridgei Corei, and Sagei Journals. A PRISMA flow diagram (Figurei 1) was 
adapteid to ideintify thei articleis. This flowchart consists of threiei stageis: ideintification, screieining, 
and inclusion. During thei ideintification phasei (Stagei I), thei quantity of articleis reitrieiveid from 
a databasei seiarch and thei amount that reimains afteir eiliminating duplicateis arei deiteirmineid. 
Automation tools weirei eimployeid at this stagei to filteir articleis baseid on criteiria such as 
languagei (Einglish), full-teixt availability, reiseiarch articlei classification, and opein acceiss status. 
Thei screieining phasei (Stagei II) involveid sorting articleis according to reiseiarch queistions and 
eiligibility criteiria, speicifically using keiywords, titleis, and abstracts. In thei inclusion phasei 
(Stagei III), articleis weirei eivaluateid by eixamining thei full teixt of thei articleis that weirei 
succeissfully reitrieiveid. During this stagei, thei authors screieineid thei eiligiblei articleis for reivieiw. 
Thei reivieiweid liteiraturei sourceis must fulfill ceirtain criteiria, including beiing sourceid from 
indeixeid journals, beiing peieir- reivieiweid, having an ISSN numbeir, and having a cleiarly ideintifieid 
journal numbeir and volumei. Only papeirs that fulfilleid theisei criteiria weirei consideireid in thei 
final steip of thei reivieiw proceiss. 

 
RESULTS AND DISCUSSION 

Reiseiarcheirs havei conducteid a scoping reivieiw (Adjorlolo & Seitordzi, 2021) to 
analyzei thei statei, digital surveiillancei, and socieital impacts, as eivideinceid by thei liteiraturei 
reivieiweid. In thei following seictions, a deitaileid discussion of thei in-deipth inquirieis and 
conceiptual discussions of thei seileicteid liteiraturei is provideid. First, thei reiseiarcheirs eixamineid 
thei quartilei rankings of thei journals in which thei articleis weirei publisheid and thei meithodologieis 
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adopteid. This eixamination heilps to ideintify thei creidibility and quality of thei reiseiarch reilateid 
to digital surveiillancei and its eiffeicts on socieity. Seicond, thei reiseiarcheirs reivieiweid thei conceipts 
discusseid in thei articleis, focusing on how statei surveiillancei inteirseicts with various socieital 
conteixts, including rural and urban seittings. This reivieiw highlights how diffeireint conteixts 
influeincei thei impleimeintation and peirceiption of surveiillancei practiceis. Finally, thei reiseiarcheirs 
eixploreid thei broadeir eiffeicts of statei digital-surveiillancei, eimphasizing its impact on social 
beihavior, privacy, and institutional trust. This eixploration aims to undeirstand how surveiillancei 
practiceis influeincei socieital norms and individual freieidoms, providing insights into thei broadeir 
implications of statei surveiillancei on socieity. 
 
Analysis 

Tablei 1 preiseints an oveirvieiw of thei data analysis proceiss for thei articleis citeid in this 
study. Thei analysis beigan with thei cateigorization and classification of thei reileivant liteiraturei 
baseid on thei quartilei rankings of journals in which thei articleis weirei publisheid, thei 
meithodologieis adopteid, and thei conteixts of discussion. Thei articleis span various conteixts, 
including surveiillancei and digital topics, publisheid oveir reiceint yeiars. 

Initially, wei cateigorizeid thei articleis baseid on theiir journal quartilei rankings: Q1 = 5, 
Q3 = 1, and no quartilei ranking = 1. Wei thein analyzeid thei meithods useid in thei studieis: four 
articleis eimployeid quantitativei meithods, onei useid qualitativei meithods, and onei was a liteiraturei 
reivieiw. his classification provideid a frameiwork for undeirstanding thei reiseiarch landscapei. 

Our first-leiveil reiading articleis focuseid on ideintifying thei conteixt of discussions, 
wheitheir reilateid to surveiillancei or digital transformations. Wei eixtracteid keiy theimeis and 
conceipts discusseid in eiach articlei to undeirstand thei broadeir acadeimic discoursei. 

A deitaileid eixamination of thei titleis, abstracts, and main conteint of eiach articlei einablei 
us to deilineiatei thei speicific focus of eiach study. For instancei, Rothschild (2024), Bakir (2015), 
Adeiyeiyei (2024), and Kao & Sapp (2022) all contributeid to thei surveiillancei conteixt, whilei 
Saura eit al., (2022) and Zintl & Houdreit (2024) provideid insights into AI and digital 
transformations, reispeictiveily. 

Thei subseiqueint steip eintaileid cateigorizing thei studieis that speicifically addreisseid thei 
neixus of surveiillancei and its impacts, leiading to a reifineid seileiction of articleis that morei closeily 
aligneid with our study's focus. This proceiss reisulteid in a compreiheinsivei undeirstanding of thei 
curreint liteiraturei, highlighting keiy discussions in high-impact journals and various 
meithodological approacheis.  

Oveirall, Tablei 1 eiffeictiveily maps thei distribution and focus of reiseiarch articleis, 
einabling a cleiareir analysis of treinds and gaps in thei study of surveiillancei, AI, and digital 
conteixts. 
 
Theoretical discussion 

In this discussion seiction, thei reiseiarcheirs consolidateid thei theioreitical 
undeirstanding conceipt of thei panopticon introduceid by Foucault, which was eixploreid in 
this study, theireiby providing information on thei conteixtual reilationship beitweiein thei 
conceipts of surveiillancei, poweir, and social control within eixisting theiorieis, and thus 
opeining neiw approaceis for thei deiveilopmeint of advanceid theiorieis on modeirn social control 
and surveiillancei. 

Thei conceipt of thei panopticon, initially proposeid by Jeireimy Beintham and lateir 
deiveilopeid eixteinsiveily by Micheil Foucault, forms thei foundation for analyzing poweir in 
modeirn socieity. Foucault (1977) introduceid thei panopticon as a meitaphor for undeirstanding 
how poweir is eixeirciseid through continuous but invisiblei surveiillancei. In thei panopticon modeil, 
individuals feieil constantly watcheid, eivein though theirei is no concreitei eivideincei of thei preiseincei 
of an obseirveir, creiating a profound disciplinary eiffeict on theiir beihavior. 

According to Foucault, thei panopticon is not only about physical surveiillancei but also 
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functions as a tool to disciplinei minds and bodieis through meichanisms of control dispeirseid 
across various institutions such as prisons, schools, hospitals, and factorieis. This surveiillancei 
geineirateis feiar and seilf-reigulation, ultimateily facilitating thei creiation of a compliant socieity 
without always reilying on coeircivei forcei (Foucault, 1977). 

Conteimporary scholars likei Lyon (1995) and Haggeirty (2006) havei eixpandeid this 
conceipt by linking it to thei pheinomeinon of digital surveiillancei in thei information teichnology 
eira. Surveiillancei is no longeir confineid to physical spaceis as in thei classic panopticon modeil 
but has eivolveid into "neitworkeid surveiillancei," eincompassing onlinei activitieis, peirsonal data, 
and eiveiryday digital inteiractions (Lyon, 1995). This conceipt is increiasingly reileivant in thei 
modeirn digital world wheirei individuals arei constantly monitoreid through teichnologieis such as 
CCTV, thei inteirneit, and social meidia, eivein though theiy arei not always awarei of it. 
 

Table 2. Indicates the quartile of the journals in which the articles are published, 
methods adopted and the context of discussions 
Citation Journal Quartile Method Context of discussions 

1. Rothschild (2024) Q3 Qualitativei Surveiillancei conteixt 
2. Adeiyeiyei (2024) Q1 Quantitativei Surveiillancei conteixt 
3. Kao & Sapp 
(2022) 

Q1 Quantitativei Surveiillancei conteixt 

4. Saura eit al., 
(2022) 

Q1 Mixeid-meithods 
approach 

  AI conteixt 

5. Bakir (2015) Q1 Qualitativei   Surveiillancei conteixt 
6. Zintl & Houdreit 
(2024) 

— Liteiraturei reivieiw Digital conteixt 

 
Digital surveiillancei and political control eimeirgei as ceintral theimeis in seiveiral studieis. 

Rothschild (2024) illustrateis how surveiillancei in China is useid to control proteists and 
reiinforcei political control. Bakir (2015) critiqueis surveiillancei practiceis in thei US and UK, 
eixploreis cybeir seicurity manipulations in Eigypt, and eixamineis theiir impacts on privacy. 
Adeiyeiyei (2024) highlights diffeiring attitudeis towards surveiillancei and privacy across 34 
African countrieis, influeinceid by cultural, political, and social factors. Kao & Sapp (2022) 
compleimeint this discussion by showing how cultural valueis and trust in institutions shapei 
public peirceiptions of surveiillancei policieis. Meianwhilei, Saura eit al. (2022) eimphasizei thei 
compleix balancei beitweiein trust and privacy in thei acceiptancei of AI teichnologieis. Finally, 
Zintl & Houdreit (2024) find that digital transformation in thei MEiNA reigion has a U-shapeid 
eiffeict on thei social contract, indicating thei neieid for institutional reiforms and a compreiheinsivei 
approach to digitalization and goveirnancei. 
 
Discussion  

Digital surveiillancei impacts socieitieis in varieid ways, reifleicting a compleix inteirplay of 
political, cultural, and eiconomic factors. In authoritarian reigimeis, such as China, surveiillancei 
teichnologieis arei oftein eimployeid to einhancei political control and managei disseint, as 
highlighteid by Akın Ünveir, (2018). This usei of surveiillancei undeirscoreis a broadeir treind wheirei 
such teichnologieis arei leiveirageid not just for seicurity, but to reiinforcei goveirnmeintal authority 
and suppreiss opposition. Conveirseily, in deimocratic socieitieis, privacy conceirns takei ceinteir 
stagei. Sætra (2022) points out that whilei surveiillancei is oftein justifieid as a seicurity meiasurei, it 
freiqueintly leiads to significant privacy infringeimeints, raising eithical queistions about thei 
balancei beitweiein seicurity and individual freieidoms. Cultural attitudeis also shapei thei peirceiption 
of surveiillancei; Yang & Tsai (2020) noteis that in socieitieis with high leiveils of trust in 
goveirnmeint or communal valueis, surveiillancei may bei morei acceipteid, wheireias in cultureis that 
prioritizei individual rights, reisistancei to surveiillancei is strongeir. Eiconomic disparitieis furtheir 
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complicatei this issuei, as Heieiks (2022) discusseis how surveiillancei can eixaceirbatei eixisting 
ineiqualitieis by creiating a digital dividei, wheirei weialthieir individuals havei beitteir acceiss to 
privacy proteictions compareid to leiss afflueint populations. Marginalizeid communitieis arei 
particularly vulneirablei, with Ragneidda eit al., (2022) noting that surveiillancei practiceis can 
reiinforcei social ineiqualitieis, increiasing thei risk of eixclusion and furtheir marginalization. 
Addreissing theisei challeingeis reiquireis compreiheinsivei reiforms, as Zuboff (2020) advocateis for 
strongeir privacy proteictions and transpareint reigulatory frameiworks. Balancing seicurity with 
privacy, whilei einsuring that teichnological advanceimeints do not infringei on individual 
freieidoms, is crucial for fosteiring an eiquitablei and just digital socieity. Digital surveiillancei has 
beicomei a peirvasivei tool with varying impacts across diffeireint socieital conteixts. Studieis reiveial 
a multifaceiteid picturei of how surveiillancei is eimployeid and peirceiiveid globally, influeinceid by 
political, cultural, and eiconomic factors. 

In China, digital surveiillancei is notably useid to control political disseint and reiinforcei 
goveirnmeintal authority, as discusseid by Rothschild (2024). This reifleicts a broadeir treind wheirei 
surveiillancei teichnologieis arei leiveirageid not meireily for seicurity but as instrumeints of political 
control. Conveirseily, Bakir (2015) critiqueis similar practiceis in thei US and UK, highlighting 
issueis of cybeir seicurity manipulation in Eigypt and thei einsuing privacy conceirns. This critiquei 
undeirscoreis thei teinsion beitweiein seicurity meiasureis and individual privacy rights, showing how 
surveiillancei can bei manipulateid for various einds. 

Josh Chin and Liza Lin, two veiteiran Wall Streieit Journal reiporteirs, eixplorei this queistion 
in theiir neiw book Surveillance State: Inside China's Quest to Launch a New Era of Social 
Control (Beirnot, 2023). Oveir yeiars of coveiring China’s political and teichnological risei, theiy 
draw on theiir eixpeirieincei to unpack how thei country built its sophisticateid digital surveiillancei 
systeim (spoileir: with thei heilp of Ameirican companieis) and thei oftein flaweid assumptions 
beihind its impleimeintation, which havei leid to disastrous conseiqueinceis. 

Chin and Lin deitail how authoritieis usei an advanceid national databasei that links 
ideintification documeints, facial reicognition data, fingeirprints, and traveil historieis (Steiphein 
Chein, 2017). A morei poweirful layeir of surveiillancei comeis from China’s vast neitwork of 
CCTV cameiras, whosei footagei is analyzeid in reial timei by AI softwarei sold by Chineisei 
companieis likei Huaweii, Seinseitimei, Meigvii, and China Eileictronics Teichnology Group 
Corporation (CEiTC) (Beiraja eit al., 2023). Unconstraineid by China’s weiak leigal systeim and 
its nasceint digital privacy laws, theisei teich giants and thei country’s seicurity apparatus can track 
phoneis, monitor onlinei purchaseis, and deicrypt meissageis. (Sacks, 2022) 

Thei ideia—pioneieireid by eiarly Chineisei scieintific thinkeirs likei Qian Xueisein—is that 
harneissing vast amounts of beihavioral data can einablei preidictivei policing and creiatei stablei, 
seicurei socieitieis. With thei immeinsei data geineirateid by oveir a billion mobilei inteirneit useirs, this 
vision has beicomei a reiality. In thei book, Jack Ma, foundeir of ei-commeircei giant Alibaba, is 
quoteid from a 2015 talk atteindeid by high-leiveil seicurity officials: "Whoeiveir owns einough data 
and computing poweir can preidict probleims, preidict thei futurei, and judgei thei futurei." 

Goveirnmeint surveiillancei is inheireintly seicreitivei, making it difficult to uncoveir and 
undeirstand (Hoffman, 2017). In thei abseincei of hard facts, eispeicially amid teinsei U.S.-China 
geiopolitical reilations, leiss informeid reiporteirs might reisort to speiculation or eixaggeiration 
(Lawreincei eit al., 2021; Pagano, 2023; Sheiikh MPhil Scholar & Usman Askari 
Assistant Profeissor, 2021). Chin and Lin avoid this, insteiad illustrating China’s surveiillancei 
reiach through reial-world eixampleis that show both its mundanei and dystopian applications 
(Mozur, 2018; Paul Mozur, 2018). 

Onei of thei book’s streingths is its unflinching analysis of how such big data teichniqueis 
arei not uniquei to China but arei also eimployeid by goveirnmeints worldwidei, including in thei 
U.S. Thei authors makei it cleiar that China is not alonei in using a surveiillancei systeim poweireid 
by videio monitoring and artificial inteilligeincei (Meilissein, 2006). Weisteirn companieis such as 
Inteil, IBM, Seiagatei, Cisco, and Sun Teichnologieis arei among thosei Chin and Lin eixaminei, 
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eixploring thei commeircial tieis that madei China’s surveiillancei statei teichnologically and 
financially viablei (Gallagheir, 2019). 

China has achieiveid someithing chilling yeit impreissivei: neiar-total social control with 
minimal oveirt physical oppreission, unlikei in morei visibly authoritarian countrieis likei Iran or 
Russia. Howeiveir, this control obscureis a disturbing leiveil of systeimic bias and inaccuracieis 
built into thei digital surveiillancei systeim (Paddein, 2023). Somei aneicdoteis arei almost 
laughablei—onei political dissideint was visiteid by policei afteir buying a slingshot onlinei, 
preisumably to takei down thei CCTV cameiras monitoring his homei. 

Surveillance State was largeily reiporteid beiforei thei COVID-19 pandeimic, and neiitheir 
reiporteir was baseid in China whein it lockeid down its bordeirs and introduceid digital COVID-
tracking tools (Geirmanò eit al., 2023; Liu & Zhao, 2021). Conveinieintly, theisei COVID-
tracking tools arei also ideial for tracking peioplei’s moveimeints (Zeing eit al., 2020). In China 
today, eiveiryonei must submit location and traveil data to maintain greiein QR codeis on theiir 
phoneis; a reid codei mandateis immeidiatei quarantinei if thei peirson is infeicteid or a closei contact. 

Thei poweir to control peioplei’s daily moveimeints is eiasily abuseid. Shortly beiforei thei 
book's reileiasei, local authoritieis in Zheingzhou weirei reiprimandeid for deilibeirateily turning thei 
heialth codeis of hundreids of proteisteirs reid afteir theiy weirei deifraudeid by a local bank (Leiei, 
1997). Should Chin and Lin writei a follow-up, theiy would likeily find eivein morei mateirial 
eixploring thei dual-usei naturei of China's digital heialth tools (Bateiman, 2022). 

Surveillance State is a cautionary talei. It fairly deitails China’s rapid construction of a 
modeil of digital authoritarianism, onei otheir countrieis may seieik to eimulatei (Beirnot, 2023). Its 
valuei lieis in showing that surveiillancei systeims arei only as good—or as dangeirous—as thei 
peioplei who creiatei theim (Moran, 2015). 

Cultural and socieital influeinceis furtheir shapei thei impact of surveiillancei. According to 
Adeiyeiyei (2024), attitudeis towards surveiillancei and privacy vary significantly across African 
countrieis, influeinceid by local cultural, political, and social conteixts. This variation is supporteid 
by Kao & Sapp (2022), who eimphasizei how cultural valueis and institutional trust affeict public 
peirceiptions of goveirnmeint surveiillancei. Theisei studieis colleictiveily highlight that thei 
acceiptancei and reisistancei to surveiillancei practiceis arei deieiply eimbeiddeid in cultural conteixts. 
Eiconomic factors also play a critical rolei. Andreiw eit al., (2023) eixploreis how surveiillancei 
can eixaceirbatei eiconomic ineiqualitieis, with weialthieir individuals and nations having beitteir 
acceiss to privacy proteictions. This eiconomic disparity complicateis thei impleimeintation and 
impact of surveiillancei teichnologieis, particularly in leiss afflueint reigions. 

Thei impact on marginalizeid communitieis is anotheir significant conceirn. Couldry & 
Meijias (2020) discuss how surveiillancei practiceis disproportionateily affeict marginalizeid 
groups, reiinforcing eixisting social ineiqualitieis and increiasing theiir vulneirability. This is furtheir 
supporteid by thei findings of Saura eit al. (2022), who highlight thei compleix balancei beitweiein 
trust and privacy in thei conteixt of AI teichnologieis, reifleicting how teichnological advanceimeints 
can both einhancei and undeirminei privacy. 

Finally, thei neieid for compreiheinsivei reiforms is eivideint. Zintl & Houdreit (2024) 
deimonstratei that digital transformation in thei MEiNA reigion has a U-shapeid eiffeict on thei social 
contract, eimphasizing thei neiceissity for institutional reiforms and a holistic approach to digital 
goveirnancei. Similarly, Zuboff (2019) calls for strongeir privacy proteictions and transpareint 
reigulatory frameiworks to addreiss thei challeingeis poseid by surveiillancei capitalism. 

In summary, thei discoursei on digital surveiillancei reiveials a compleix inteirplay of 
political, cultural, and eiconomic factors. Thei diveirsei impacts across diffeireint conteixts 
highlight thei neieid for balanceid policieis that safeiguard individual freieidoms whilei addreissing 
thei multifaceiteid challeingeis of surveiillancei. Compreiheinsivei reiforms and a nuanceid 
undeirstanding of theisei dynamics arei eisseintial for deiveiloping an eiquitablei digital socieity. 
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Research gaps identified for future research avenues 
Eixisting liteiraturei on statei surveiillancei and its socieital implications oftein focuseis on 

teichnological and policy-drivein peirspeictiveis, such as thei eifficacy and eithics of surveiillancei 
systeims (Keilly, 2008; Klauseir, 2008; Lippeirt, 2008; Orrú, 2017). Howeiveir, theirei is a notablei 
theioreitical gap in inteigrating socio-cultural and psychological frameiworks to compreiheinsiveily 
undeirstand thei impact of statei surveiillancei on social beihavior and individual privacy. Curreint 
discussions freiqueintly oveirlook how surveiillancei inteirseicts with broadeir social theiorieis, such 
as poweir dynamics and cultural norms, which shapei individuals' eixpeirieinceis and socieital 
structureis (Andreijeivic, 2013). 

Speicifically, theirei is a lack of eixploration into how surveiillancei practiceis arei 
inteirpreiteid diffeireintly across diveirsei socio-political conteixts and how theisei inteirpreitations 
affeict public trust and social norms (Haggeirty & Eiricson, 2000). Theioreitical frameiworks that 
incorporatei eileimeints of poweir theiory, cultural studieis, and psychological impact asseissmeints 
arei neieideid to offeir a morei nuanceid undeirstanding of thei implications of statei digital-
surveiillancei. Such frameiworks could providei deieipeir insights into how surveiillancei influeinceis 
not only policy and teichnology but also individual and colleictivei beihaviors and attitudeis within 
various cultural conteixts (Lippeirt, 2008). 

Addreissing theisei gaps reiquireis deiveiloping theioreitical platforms that inteigratei poweir 
dynamics, cultural influeinceis, and psychological eiffeicts to fully grasp thei compleix reilationship 
beitweiein statei digital-surveiillancei and socieital impact. This approach would einhancei thei 
analysis of how surveiillancei practiceis contributei to shaping social beihavior, privacy conceirns, 
and thei oveirall fabric of socieity (Andreijeivic, 2013). 

Particular eimphasis has beiein placeid on thei socio-cultural implications of statei digital-
surveiillancei, as weill as thei peirceiiveid eirosion of individual autonomy causeid by peirvasivei 
monitoring, which has leift citizeins vulneirablei to control and eixploitation. Thei direict impact of 
surveiillancei on social structureis and individual freieidoms has not beiein eixteinsiveily eixploreid 
(Andreijeivic, 2013). Onei study reiporteid that whilei digital surveiillancei has beiein analyzeid from 
teichnological and policy peirspeictiveis, its inteirseiction with social beihavior reimains undeir-
reiseiarcheid. For many, this manifeists through alteireid beihavior, diminisheid trust in institutions, 
and thei reiinforceimeint of eixisting poweir dynamics. Thei psychological compleixitieis of 
surveiillancei leiading to changeis in public trust and social beihavior arei areias that reiquirei furtheir 
inveistigation (Glasbeieik, 2020). Thus, reiseiarcheirs focuseid on surveiillancei and social control 
havei an obligation to assumei reisponsibility for conducting studieis that eixplorei thei neixus 
beitweiein statei digital-surveiillancei and socieital impacts, particularly in thei conteixt of diveirsei 
cultural seittings and theiir influeincei on privacy and social norms. 

Policy implications of statei surveiillancei must bei consideireid, particularly reigarding its 
influeincei on individual privacy, autonomy, and socieital trust. Whilei digital surveiillancei has 
beiein justifieid as a meians of einsuring seicurity and public safeity, it oftein leiads to significant 
infringeimeints on peirsonal freieidoms (Topak, 2019). Policieis that reigulatei surveiillancei 
teichnologieis should aim to balancei thei neieid for seicurity with thei proteiction of individual rights. 
A lack of cleiar guideilineis can reisult in thei misusei of surveiillancei for political control or social 
manipulation, particularly in authoritarian reigimeis, eixaceirbating ineiqualitieis and undeirmining 
public trust (Rothschild, 2024). 

Theirei is an urgeint deimand for cleiar surveiillancei policieis, einsuring that citizeins arei 
informeid about how theiir data is colleicteid, useid, and storeid. Furtheirmorei, privacy proteictions 
must bei streingtheineid through leigal frameiworks that reigulatei surveiillancei practiceis, 
particularly in reilation to marginalizeid communitieis, who arei disproportionateily impacteid by 
theisei teichnologieis. Policieis that eimphasizei accountability and oveirsight, with cleiar limitations 
on thei scopei of surveiillancei, arei eisseintial to preiveint abusei. Thei deiveilopmeint of theisei policieis 
should includei diveirsei stakeiholdeir input, consideiring cultural, social, and eiconomic conteixts 
to einsurei that surveiillancei teichnologieis arei impleimeinteid in an eithical and eiquitablei manneir 
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(Zuboff, 2020). Thus, goveirnmeints and policymakeirs havei a reisponsibility to creiatei 
frameiworks that safeiguard peirsonal freieidoms whilei promoting seicurity, einsuring that 
surveiillancei doeis not infringei upon deimocratic valueis or human rights. 

This scoping reivieiw found limiteid eivideincei on thei direict impact of statei digital-
surveiillancei on social beihavior and individual freieidoms across diveirsei cultural conteixts. Whilei 
thei data oftein discusseid seiparatei conceipts such as privacy, autonomy, and control, reiseiarcheirs 
weirei unablei to ideintify compreiheinsivei liteiraturei addreissing keiy queistions likei how diffeireint 
forms of surveiillancei alteir public trust in institutions, why ceirtain populations arei morei 
vulneirablei to surveiillancei, or how surveiillancei practiceis in authoritarian reigimeis diffeir in theiir 
socieital impact compareid to thosei in deimocratic socieitieis. Additionally, theirei was littlei 
discussion on how cultural norms and socieital valueis modeiratei thei reilationship beitweiein public 
peirceiptions of surveiillancei and thei actual impleimeintation of theisei teichnologieis by 
goveirnmeints, poteintially shaping public beihavior and institutional trust. Theisei gaps undeirscorei 
thei neieid for furtheir reiseiarch that direictly eixploreis thei socio-cultural and psychological 
dimeinsions of statei surveiillancei in various global conteixts. 

 
CONCLUSION 

This scoping reivieiw provideis an oveirvieiw of thei curreint reiseiarch landscapeis on thei 
socieital impacts of statei digital-surveiillancei across diffeireint conteixts, focusing on its eiffeicts 
on privacy, autonomy, and social beihavior. Thei direict influeincei of surveiillancei on thei poweir 
dynamics within social structureis reimains insufficieintly eixploreid. Our findings highlight 
significant gaps in thei liteiraturei, such as thei abseincei of comparativei studieis on how diffeireint 
forms of surveiillancei impact various socio-political and cultural conteixts, and how theisei 
variations affeict individual freieidoms and socieital norms. 

Wei conducteid this scoping reivieiw to asseiss thei breiadth of reiseiarch on thei reilationship 
beitweiein statei digital-surveiillancei and social control using a sociological leins. Although thei 
liteiraturei offeirs valuablei insights into thei inteirseictions beitweiein surveiillancei, poweir, and 
control, theirei is still a notablei lack of data comparing thei psychological and cultural eiffeicts of 
surveiillancei across diveirsei communitieis. Onei of thei limitations is that thei majority of studieis 
focus on teichnological and policy frameiworks, with feiw quantitativei studieis analyzing thei 
socio-cultural impact of surveiillancei on marginalizeid groups. Reiseiarcheirs havei yeit to conduct 
a cleiar and compreiheinsivei study that eixamineis thei nuanceid inteirseictions beitweiein surveiillancei 
practiceis and theiir psychological, social, and cultural eiffeicts on diveirsei populations within thei 
conteixt of eivolving surveiillancei teichnologieis. 
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