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Abstract: Operating systems play a crucial role in supporting network management, ensuring
that devices are properly connected and security protocols are effectively implemented. As the
adoption of Internet of Things (IoT) devices increases, efficient operating systems facilitate
integration and communication between these devices, which in turn increases efficiency and
automation in various sectors, and has a real positive impact on our lives today. This study
aims to describe the important role of operating systems in managing computer network
connections. The research method used is qualitative descriptive, with data obtained from
various sources, including e-books and journal articles related to operating systems and
computer networks. Journal articles on network management, protocols, security, and
performance, as well as research reports and case studies that discuss the role of operating
systems in computer network connections. Based on the results of the data analysis, computer
network connections are currently experiencing rapid progress with various innovations in
network security technology also being a major focus, with technologies such as encryption,
firewalls, and VPNs to protect data from cyber threats. However, without an efficient operating
system, management and communication between devices in an [oT network can be hampered.
The operating system is responsible for ensuring that devices can be properly connected, as
well as managing the necessary security protocols.
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INTRODUCTION

In the era of rapid development of globalization and ongoing digitalization, computer
network connections have become an important element in various aspects of human life.
Computer networks are nothing new, almost all organizations, institutions, and digital
companies utilize network connections to strengthen their operational management. (Putra,
Adnyana, & Jasa 2021). This can be seen in its ability to facilitate communication, support
business operations, expand access to education, and provide entertainment. The use of
computer networks has a very important role in agencies and companies (Yudianto &
Rismayadi, 2022). The quality of computer network usage has a major impact on the progress
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and development of an agency or company. So that network connections have a primary need
in an organization in order to facilitate access to information. Therefore, the more computer
network users in an agency, the more benefits the users can rely on. Because network
connections allow devices to interact with each other and share information with high
efficiency, speed up work processes and increase productivity.

The success of a network connection depends heavily on the vital role of the operating
system (OS), which manages resources and ensures network stability and security. The
operating system is the main software that manages all hardware and software on a computer
(Salsabilla, 2022). Basic software installed as the first layer on storage media, such as a hard
disk on a computer. This system has the task of managing and coordinating other hardware and
software, to ensure that the computer operates properly and efficiently. In addition, this
operating system functions as a liaison between users, applications, and computer hardware,
allowing efficient and integrated interaction between all these components. The main role of
the operating system is to manage and supervise all resources in a computer system. The
operating system is responsible for managing the use of computer resources, including
memory, processing, and data storage. This ensures that all components work together
harmoniously and according to the needs and instructions given. The operating system is
responsible for various important aspects of a computer network, including network hardware
management, implementation and management of network protocols, and network security and
performance. No matter how sophisticated the computer hardware is, without the support of
the operating system, the computer system will not be useful (Josi, 2019). So it can be
concluded that the operating system is the main foundation that allows a computer to function
properly, manage hardware and software resources, and provide a connection for users to
interact with the computer efficiently.

The computer network operating system plays an important role in facilitating proper
connections. A deep understanding of the important role of the operating system as the core of
the system, a program that runs non-stop when the computer is in use (Heryana et al., 2023).
In this case, the operating system includes managing network hardware, implementing network
protocols, ensuring security, optimizing network performance, and supporting network
applications. The operating system plays a crucial role in managing computer power optimally,
computers are interconnected by users with other components (Siagian, 2022). In addition, we
will also see the latest innovations in operating systems that aim to improve network
connectivity in the future. Therefore, it is found that by understanding the role of the operating
system in computer network connections, we can better appreciate the complexity and
importance of this element in an increasingly connected world. This is because the operating
system has the responsibility to manage network resources, facilitate communication between
devices, and ensure that data is sent safely and efficiently. Thus, we can see how crucial the
role of the operating system is in maintaining smooth digital interactions.

In managing computer network connections, there are complex challenges. Where in
managing computer network connections there are network hardware management problems
that include setting up and maintaining routers, switches, and other network devices. To
overcome the problems faced, protocol implementation and management are very necessary.
This aims to maintain a network that requires special attention to ensure that data can be sent
and received correctly throughout the network. Network security is becoming increasingly
crucial due to increasing cyber threats, so operating systems need to continue to update and
develop effective protection mechanisms to prevent unwanted incidents.

Literature Review

An operating system is software installed on a computer's hard drive, which allows the
hardware to interact and work with the software inside it (Amanda, 2021). Operating systems
have undergone major changes since their initial concept, spanning a wide range of devices
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from personal computers to mobile devices and large servers. Without an operating system, a
computer network would not function properly because there would be no manager of the
resources and applications running on it. A computer network is a system consisting of
computers and other network devices working together to achieve a common goal (Pragasiwi
& Galih, 2022). Without coordination between the hardware and software in a network, the
efficiency, security, and availability of the system would be compromised. The operating
system plays a central role in ensuring that all network components function properly, making
it critical to computer network connectivity. The operating system is responsible for managing
and coordinating the various hardware and software components so that they work together
effectively. One way to understand this structure is to consider the main divisions that include
hardware, operating systems, applications, and users.

The operating system plays a vital role in the implementation and management of
network protocols, which govern how data is sent and received over a network. One of the
primary roles of the operating system in a network connection is the management of network
hardware, ensuring that each device has a unique network identity and can function within the
network, enabling efficient and smooth data communication between connected devices (Sari
et al., 2013). This enables efficient and smooth data communication between connected
devices. The operating system cannot directly recognize or control network hardware such as
network interface cards (NICs), routers, and switches. These hardware devices require drivers
and configurations set by the operating system to function properly. Without proper settings
from the operating system, the device will not be able to communicate with other devices on
the network.

Can ensure performance and availability in the network by providing an interface that
allows administrators to configure network hardware, and the operating system facilitates
monitoring of device status and implementation of required network protocols. That the
network operating system not only provides an interface for device settings, but also has an
important role in monitoring performance and ensuring network availability. In addition,
effective hardware management is essential to maintaining network stability and reliability,
especially in dynamic and complex environments such as those found in large companies or
data centers. So the operating system supports performance monitoring and implementation of
required protocols. The effectiveness of hardware management is very important to maintain
network stability and reliability, especially in dynamic environments such as large companies
and data centers. Thus, the role of the operating system goes beyond simple settings, including
monitoring and management that are essential for network operations.

Implementation of network protocol management to regulate data sent and received
over the network by the operating system in a network connection. Efficient and smooth data
communication between connected devices. The operating system cannot directly recognize or
control network hardware such as network interface cards (NICs), routers, and switches. This
hardware requires drivers and configurations prepared by the operating system in order to
function optimally. Without the correct settings from the operating system, the device will not
be able to interact with other devices on the internet. Transmission Control Protocol/Internet
Protocol (TCP/IP) is the basis for data communication on the internet and many local networks.
The operating system implements the TCP/IP protocol to manage and organize real-time data
and message communication between devices connected to the network, ensuring that data is
sent and received correctly and efficiently, allowing devices on the network to communicate
with each other directly and in a coordinated manner. By implementing TCP/IP, the operating
system ensures that data is sent accurately and efficiently, allowing devices on the network to
communicate and exchange information reliably (Syafrizal, 2020).

In addition to ensuring efficient data communication, operating systems now also play
an important role in maintaining network security, which aims to prevent and monitor
unauthorized access, misuse, and denial in computer networks (Irfan, Satra, & Fattah, 2021).
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The operating system provides various mechanisms to protect the network from threats and
attacks. The operating system (OS) is usually equipped with a firewall, which plays a role in
network traffic security and can monitor fixed rules. This firewall acts to block several secure
networks such as internal networks and untrusted external networks, by monitoring incoming
and outgoing traffic, the firewall helps prevent unauthorized access to the network, maintaining
data integrity and confidentiality (Baso & Ardiansyah, 2023). In addition, the firewall protects
transmitted data by filtering data packets and deciding whether the data is safe and allowed to
pass through the network. This involves checking the source, destination, and contents of data
packets according to the security rules set by the network administrator. Thus, the firewall
managed by the operating system in the network security strategy ensures that only legitimate
and safe traffic is allowed to enter or leave the network. Thus supporting various encryption
and authentication methods to ensure that data transmitted over the network remains secure
and can only be accessed by authorized parties. The operating system also implements
authentication methods that ensure that only authorized users can access data or network
resources. Authentication can be done through various means, including passwords, digital
certificates, and two-factor authentication (2FA).

Operating systems continue to innovate to support better network connectivity. Some
of the latest innovations include support for 5G networks, the Internet of Things, and software-
based networking technologies. Operating systems are starting to use 5G networks that offer
higher speeds and lower latency compared to previous network generations (Putra & Sutabri,
2024). 5G networks enable high-speed connections, such as high-quality video streaming,
online gaming, and augmented reality (AR), virtual reality (VR), and internet of things (IoT)
applications. The Internet of Things (IoT) connected to the network needs to support effective
management and security of IoT devices. IP address management is one of the important
aspects of the network, because every IoT device connected to the internet requires a unique
IP address to communicate with other devices on the network (Hapsah & Nasution, 2024). In
addition, the security of IoT devices is a critical challenge that must be addressed by the
operating system. loT devices are growing rapidly and are often the target of cyber attacks,
where attackers or malicious parties can take control of devices using various techniques and
strategies by exploiting the vulnerabilities of IoT devices (Wijoyo et al., 2023). In addition,
support for 5G in the latest operating systems also opens up opportunities for the development
and use of new applications that were previously impossible with slower network technologies.
For example, a more sophisticated Internet of Things can develop with the support of reliable
and fast connectivity provided by 5G networks (Rizky et al., 2024). Furthermore, the operating
system plays an important role in the implementation of software-defined networking by
providing a platform for software-based network control (Cornelius, 2024). In this case, it
allows the development and implementation of more adaptive network policies. Therefore,
Software-Defined Networking can increase flexibility and scalability, and allows the operating
system to optimize resources and strengthen network security. Software - Defined Networking
offers a centralized network management system that is software-based and separate from data,
making it easier to manage networks more efficiently (Purnomo & Arisandi, 2019).

METHOD

This study uses a qualitative descriptive approach by collecting or searching for sources
of information on the internet (Assyakurrohim et al., 2022). The purpose of this approach is to
provide a comprehensive and detailed picture of the phenomenon being studied. The focus of
this study is on the description and interpretation of data from various literature sources. The
data sources in this study come from e-books and journal articles that are relevant to the topic
of operating systems and computer networks, journal articles that discuss network
management, network protocols, network security, network performance, and innovation in

1254|Page


https://dinastipub.org/DIJEMSS

https://dinastipub.org/DIJEMSS, Vol. 6, No. 2, December 2024

operating systems, as well as previous research reports and case studies related to the role of
operating systems in computer network connections.

Data collection methods include searching the latest academic literature such as Google
Scholar, PubMed, IEEE Xplore, and other relevant databases. Selection of literature based on
inclusion criteria such as topic relevance, source credibility, and year of publication
(prioritizing the latest literature). Collection of articles, books, and research reports that meet
the inclusion criteria. After that, the data obtained is analyzed in a comprehensive description
based on the in-depth findings of each selected literature. The data is then collected and
analyzed.

RESULTS AND DISCUSSION

The results of this study confirm that the operating system plays a crucial role in
supporting the overall performance of a computer network. The operating system functions as
the main manager of the network connected to software and hardware, including routers,
switches, and network cards (NICs). Without an efficient operating system, network resource
management will be hampered, which ultimately affects the stability and reliability of the
connection. In this case, the operating system ensures that the network hardware can operate
properly through proper settings and configurations. The operating system also plays a role in
managing network protocols such as TCP/IP and HTTP, which allow devices on the network
to communicate efficiently and data to be transmitted accurately. These protocols ensure that
data is divided into small packets, which are then sent and reassembled at the final destination
in a secure and coordinated manner.

In the era of the growing Internet of Things (IoT), challenges in network connectivity
are becoming more complex. The increasing number of devices connected to the network
requires an operating system that is able to manage communication between devices efficiently.
A modern operating system plays a critical role in enabling the integration of IoT devices,
optimizing communication between devices, and ensuring efficiency and automation in various
sectors. The operating system is also responsible for facilitating the use of security
mechanisms, such as data encryption and firewalls, to protect the network from cyber threats.
This security is becoming increasingly important given the increasing risk of cyber attacks on
increasingly complex and dynamic networks. Without adequate protection, threats to the
integrity of data and network systems can have serious impacts on business and individual
operations.

In addition, the operating system plays a role in improving network performance
through proper bandwidth management. By using Quality of Service (QoS) techniques, the
operating system can allocate bandwidth according to the needs of different applications.
Applications that require low latency, such as video calls or media streaming, can be prioritized
to get more bandwidth, while other applications with lower priorities continue to run smoothly
without disrupting the overall network performance. This bandwidth management is especially
important in environments with many devices and users, where network resources must be
distributed efficiently to avoid congestion.

In addition, this study also highlights the innovative role of operating systems in
supporting the latest technologies such as 5G networks and Software-Defined Networking
(SDN). Support for 5G networks enables data transmission at higher speeds and lower latency,
which is very useful for applications that require real-time communication, such as augmented
reality (AR), virtual reality (VR), and more advanced loT devices. 5G networks, which enable
faster and more stable connections, open up opportunities for the development of new
applications and services that were previously impossible with slower network technologies.
On the other hand, the implementation of SDN provides greater flexibility and scalability in
network management. The operating system plays a role in facilitating centralized management
through software, allowing network administrators to quickly and efficiently manage network
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traffic, as well as strengthen network security by implementing adaptive and threat-responsive
security policies.

Ultimately, operating systems play an irreplaceable role in maintaining the efficiency,
stability, and security of computer networks in an increasingly connected world. With the
increasing innovation of technologies such as 5G and IoT, as well as the challenges posed by
increasingly sophisticated cybersecurity threats, operating systems must continue to adapt and
innovate to support the development of more advanced computer networks. The role of
operating systems that encompass hardware management, network protocols, security,
performance, and support for the latest technologies shows how important this element is in
supporting the overall global digital infrastructure.

CONCLUSION

Operating systems play a vital role in computer network connections. From managing hardware
and network protocols to network security and performance, operating systems ensure that
computer networks operate efficiently and securely. Operating systems manage and configure
network hardware such as Network Interface Cards (NICs) and manage network protocols such
as TCP/IP, UDP, HTTP, and FTP, all of which are essential for smooth data communication.
Bandwidth management by operating systems also ensures that network resources are
distributed fairly, avoiding disruption to applications that require high performance. With
support for the latest network technologies such as 5G and Internet of Things (IoT) device
management, as well as implementations for more flexible network control, operating systems
play a key role in supporting the ever-growing global connectivity. Innovations in operating
systems will continue to drive the efficiency and security of computer networks, providing a
strong foundation for the digital world of the future.
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