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Abstract: Information systems are important in managing village data and information,
including population data, correspondence administration, and other public services. One of
the villages that implemented an information system is Indraloka Mukti village in the Way
Kenanga sub-district, Tulang Bawang Barat district. With the implementation of information
technology, various risks emerge that can threaten the security of information systems.
Considering the importance of information systems in village operations, it is necessary to
identify, evaluate, and manage risks to existing information systems. The measuring tool in
this research is the KAMI Index (Information Security). The results of the assessment of
information security readiness in Indraloka Mukti Village using the KAMI Index show that the
electronic system received a score of 17 and is included in the "High" Category; Information
security received a score of 90 out of 645, falling within the "Inadequate" Level of Readiness
to meet ISO/IEC 270001 standards. All parts of the information security system must be
updated, with the lowest maturity level at Level I and the highest at level I+.
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INTRODUCTION

The village of Indraloka Mukti, located in the Way Kenanga sub-district of Tulang
Bawang Barat Regency, has implemented[1] a village information system[2][3] to enhance
administration and public services[4]. This system is very important for managing village data,
such as population data and mail administration, as well as other public information services
[5]. Referring to Law No. 6 of 2014, the central and regional governments must build Village
Information Systems and Rural Area Development [6]. As the use of information systems
grows, various security risks emerge that can threaten the continuity and security of
information systems. These threats include risks to data security[7], system availability, and
software reliability[8][9]. The use of electronic systems is an important component in work
operations, and tools are needed to measure[10] the security readiness of information systems,
such as the KAMI Index [11][12][13]. Information Security Index (KAMI) is an application
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used to assess and evaluate[14] the level of readiness (completeness and maturity) of
information systems [15].

Previous studies show that awareness of the importance of managing information
security is increasing [16]. The utilization of Information and Communication Technology
(ICT) in Government operational activities must be balanced. This means that the greater an
institution's dependence on ICT, the greater the risk and the greater the information security
required [17]. The development of the Village Information System (VIS) provides benefits in
the form of accurate data support and community services. Because accurate data helps village
development planning, VIS development supports realizing smart villages [18]. This can also
be proven from research results. The efficiency of the Dukuh Village SI web can shorten the
time of Dukuh Village administration if it is managed well. [19]. There is other evidence that
the use of open-source SIEM (OSSIM) technology can increase the KAMI index value of the
UIN Sunan Kalijaga Yogyakarta Network in several aspects [20].

As a government institution, Indraloka Mukti Village is not immune to information
security problems. It is crucial to conduct a comprehensive evaluation of the level of
information security readiness in the village to ensure that existing systems and policies are up
to the task of protecting the information they manage. The KAMI 4.2 index is used as an
approach to assess the level of information security readiness in Indraloka Mukti village,
highlighting the urgency of this research.

METHOD
The research stages for measuring the KAMI Index in the village of Indraloka Mukti, a
crucial part of our methodology, can be seen in Figure 1 below.

Data Collection

hd
Data Analysis of the KAMI Index

A

Results

hd

Conclusion

The research flow involves conducting a literature review to gather theories related to
information security measurement implementation in Indraloka Mukti Village, Way Kenangan
Subdistrict, West Tulang Bawang Regency. This is followed by preparing the research
instruments, selecting officials as informants, and conducting a pilot test of the KAMI Index.

Describe the underlying key theories, models, and frameworks of information security,
information system maturity, and The KAMI Index. You will learn to understand these
concepts and that data security and the availability of systems are reliability issues contributing
to the overall maturity of information systems.

Interviews are a data collection procedure involving direct conversations between the
interviewer and respondent to learn more about a subject. When assessing the maturity of
village information systems using the KAMI Index, interviews should be one of the most
important data collection methods to acquire a qualitative perspective on the existing
information security practices and difficulties experienced by the surveyed village information
systems. The Security Category Matrix , a vital tool in our data analysis, is used to categorize
and evaluate various aspects of information security in an organization or system
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Table 1: Security Category Grouping Matrix

Implementation Security Category
St Category Category Category

atus 1 ) 3

Not Implemented 0 0 0
In Planning 1 2 3

Partially

Implemented 2 4 6
Fully Implemented 3 6 9

Final Score Matrix and Readiness Level Status

The Final Score Matrix and Readiness Level Status table are useful tools for summarizing
the overall maturity and readiness of information security measures in an organization or
system. This matrix helps translate individual scores into an overall level of readiness, which

can guide further actions to improve security in Table 2.
Table 2: Final Score Matrix and Readiness Level Status

Electronic Information
Systems Security
Category Category Readiness Status
CaI;e()v:)r Final Score
gory Range
0 174 Not Adequate
Basic Framework
10 15 175 312 Compliance
313 535 Moderately Adequate
536 645 Good
Low Final Score Readiness Status
Category Range
0 272 Not Adequate
Basic Framework
16 34 273 453 Compliance
456 583 Moderately Adequate
584 645 Good
Low Final Score Readiness Status
Category Range
0 333 Not Adequate
Basic Framework
35 50 334 335 Compliance
536 609 Moderately Adequate
610 645 Good

Maturity Level Level Matrix

Information security maturity in the KAMI Index Version 4.2 consists of 5 levels, each

of which represents the following maturity stages:

Level I - Initial State

o a0 o

Level V — Optimal

Level II - Basic Framework Implementation
Level III - Defined and Consistent
Level IV - Managed and Measured

Four additional levels were added for subsequent assessments: I+, 11+, III+, and IV+.
According to the ISO/IEC 27001 standard[25], information security must be at least level I11+.
The level of information security can be seen in Figure 2.
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Figure 2: ISO 27001 Maturity Levels

RESULTS AND DISCUSSION

Research Result

Figure 3 presents the results of the information security maturity assessment of the
Indraloka Mukti Village information system in 7 categories in the KAMI Index Version 4.2.

Skor Kategori SE : 17

Kategori SE

Hasil Evaluasi Akhir:

1£24200/0

Tingkat Kelengkapan Penerapan
Standar KO27001 sesuai Katenori

Tata Kelola : 9 Tk Kematangan: I
Pengelolaan Risiko HE Tk Kematangan: |
Kerangka Kerja Keamanan Informasi ¢ 18 TkKematangan: |
Pengelolaan Aset ¢ 37 TkKematangan: k
Teknologi dan Keamanan Informasi 19 Tk Kematangan: |
Pengamanan Keterlibatan Pihak Ketiga ¢ 5%

Pengamanan Layanan Infrastruktur Avan @ 13%
Perlindungan Data Pribadi :

Figure 3: KAMI Index Assessment Results

sid

I+

The results of the KAMI Index assessment of the Indraloka Mukti Village information
system show that daily village operations are very dependent on information technology, with
an Electronic Category score of 17, so it is in the "High" category. In addition, the completeness
of implementing ISO 27001 received a score of 90 out of a possible 645 points, which is in the
red zone, indicating significant deficiencies. Therefore, the information security level of
Indraloka Mukti Village is classified as "Not Appropriate", with the lowest maturity level being
Level I and the highest being Level I+. The evaluation results for the completeness and security

of each assessed area are

Aspek Teknologi F\ 7

Pengelolaan Asetl'

illustrated in Figure 4.

TataKelola

Pengelolaan Risiko

Kerangka Kerja
Figure 4: Radar Chart of Completeness Levels
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The radar graph above shows that Indraloka Mukti Village still needs to meet ISO
27001 compliance standards. Asset management received the highest rating in this assessment
because asset management practices in Indraloka Mukti Village are slightly better but still
require improvement to meet ISO 27001 standards. Other aspects, such as management risk,
framework, governance, and technology, ranked lowest. Therefore, significant improvements
are needed to achieve ISO 27001 compliance. The scores and percentage of maturity level for

each area are detailed in Table 3 below.
Table 3: Percentage of Maturity Levels for Each Measurement Area
Maximum Evaluation

Area Score Score Percentage
Governance 126 9 7%

Risk o
Management 2 7 10%
Framework 159 18 11%

Asset o
Management 168 37 2%
Technology o
and Security 120 19 16%
Supplement 645 90 14%

Based on the table above, you can see the maturity level percentage in each assessment
area; the Governance sector has a maturity percentage of 7% with an evaluation score of 9,
which corresponds to Maturity Level I. The Risk Management sector has a maturity percentage
of 10% with an evaluation score of 7. placing it at Maturity Level I. The Framework area has
a maturity percentage of 11% with an evaluation score of 18, indicating it is at Maturity Level
I. The Asset Management area has a maturity percentage of 22% with an evaluation score of
37, including in the Maturity Level I+ category. For The technology and Information Security
sector has a maturity percentage of 16% with an evaluation score of 19, including Maturity
Level L.

CONCLUSION

An assessment of information security readiness in Indraloka Mukti Village using the
KAMI Index shows that the electronic system received a score of 17 and is in the "High"
category. However, information security scored 90 out of a possible 645 points, which is
included in the "Inadequate" readiness level to meet ISO/IEC 27001 standards. To meet
security standards in Indraloka Mukti Village, all components of the information security
system need to be improved. Current maturity levels range from the lowest at Level I to the
highest at Level I+.

Research using the KAMI index has yet to capture all measurement areas in our index.
Future research could evaluate information security using other methods appropriate to village
conditions.
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