
https://dinastipub.org/DIJDBM                  Vol. 6, No.6, October 2025 

 

1652 | P a g e 

 

 

DOI:https://doi.org/10.38035/dijdbm.v6i6  

https://creativecommons.org/licenses/by/4.0/ 

 

Analysis of Enterprise Risk Management Implementation in 

Managing Risk in the Financial Industry 
 

 

Dona Elvia Desi1, Nera Marinda Machdar2, Adler Haymans Manurung3. 
1Doctoral Student of Management Science, Bhayangkara Raya University, donaelvia03@gmail.com. 
2Lecturer, Faculty of Economics and Business, Bhayangkara Raya University, 

nera.marinda@dsn.ubharajaya.ac.id.  
3Lecturer, Faculty of Economics and Business, Bhayangkara Raya University, 

adler.manurung@dsn.ubharajaya.ac.id. 

 

Corresponding Author: donaelvia03@gmail.com1 

 

Abstract: The financial industry faces increasingly complex challenges in managing various 
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holistic approach to identifying, measuring, and controlling risk. 
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INTRODUCTION 

The financial industry faces increasingly complex challenges in managing various types 

of risks that threaten the stability and sustainability of its operations. The global financial crisis 

of 2008 provided valuable lessons on the importance of an integrated and comprehensive risk 

management system. This event prompted regulators and practitioners to adopt a more holistic 

approach to identifying, measuring, and controlling risk. 

Enterprise Risk Management, or ERM, has emerged as a new paradigm offering a 

systematic framework for managing the entire spectrum of risks facing an organization in an 

integrated manner. Unlike traditional approaches that tend to manage risks separately or in silos, 

ERM integrates the entire risk management process within a coherent strategic framework. This 

approach enables financial institutions to view risk not only as a threat to be mitigated but also 

as an opportunity that can be optimized to create value for stakeholders. 

This literature review aims to analyze in-depth how ERM is implemented in the 

financial industry, identify best practices, and explore the challenges and obstacles encountered 

during implementation. The study will also examine how ERM contributes to improving 

organizational performance and the resilience of financial institutions to economic turmoil. 

 

METHOD 

Basic Concepts of Enterprise Risk Management 
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ERM is defined as a structured and systematic process for identifying, assessing, 

managing, and monitoring risks that could impact the achievement of an organization's strategic 

objectives. The Committee of Sponsoring Organizations of the Treadway Commission 

(COSO), in its updated framework in 2017, explains that ERM is not merely a technical tool 

for managing risk, but rather an integral part of an organization's strategic planning and 

decision-making processes. 

In the context of the financial industry, ERM implementation has special characteristics, 

given the nature of the business, which relies heavily on public trust and the stability of the 

overall financial system. The Basel Committee on Banking Supervision has issued various 

guidelines emphasizing the importance of comprehensive risk management, particularly in 

addressing credit risk, market risk, operational risk, and liquidity risk. 

Modern ERM frameworks focus beyond compliance and regulatory compliance, further 

integrating risk management with business strategy. This means that every strategic decision 

must consider the organization's risk profile and how that risk can be optimized to create value. 

The concept of risk appetite is crucial in this context, as organizations must clearly define the 

level of risk they are willing to take to achieve their strategic objectives. 

 

RESULTS AND DISCUSSION 

Literature Review of ERM Implementation in the Financial Industry 

ERM Implementation Framework 

Various studies have shown that ERM implementation in financial institutions requires a 

structured and phased approach. Research conducted by Arena and Arnaboldi in 2023 identified 

that the success of ERM implementation is heavily influenced by top management commitment 

and an organizational culture that supports risk awareness. They found that institutions that 

successfully implement ERM are those that are able to integrate risk management into the 

organization's DNA, rather than simply adding another layer of bureaucracy. 

An empirical study conducted by Beasley and Frigo in 2024 of over 200 financial 

institutions in North America found a positive correlation between the maturity of ERM 

implementation and corporate financial performance. Institutions with mature ERM systems 

tended to have lower earnings volatility and better ability to withstand economic stress. This 

indicates that ERM serves not only as a defensive mechanism but also as an enabler for 

sustainable growth. 

Meanwhile, a 2023 study by Zhao and Hwang highlighted the importance of technology 

in supporting ERM implementation. They argued that digital transformation has opened up new 

opportunities for data collection, real-time risk analysis, and more transparent reporting. The 

use of artificial intelligence and machine learning in the risk identification and assessment 

process allows financial institutions to be more proactive in detecting emerging risks. 

 

Best Practices in ERM Implementation 

The literature shows several consistent best practices found in financial institutions that 

have successfully implemented ERM. First, the establishment of a clear governance structure 

with well-defined roles and responsibilities. Kumar and Singh's 2024 study emphasized the 

importance of the three lines of defense model, where the business line is responsible as the 

primary risk owner, the risk management function as the independent monitor, and internal 

audit as the independent verifier. 

Second, develop a comprehensive and measurable risk appetite statement. A 2023 study 

by Anderson et al. found that institutions with clear and well-communicated risk appetite 

statements tend to have greater consistency in decision-making and resource allocation. This 

risk appetite must be translated into measurable metrics that can be monitored regularly. 

Third, integrate ERM with strategic planning and budgeting processes. A 2024 study by 

McShane et al. revealed that institutions that integrate risk considerations into capital allocation 
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and performance target setting have higher returns on equity compared to those that manage 

risk separately from the strategic process. This suggests that effective ERM is not just about 

avoiding losses but also about optimizing the risk-return trade-off. 

 

Challenges in ERM Implementation 

Although the benefits of ERM have been widely documented, its implementation in the 

financial industry faces significant challenges. First, resistance to organizational change. 

Research by Thompson and Williams (2023) identified that many employees and middle 

management view ERM as an additional administrative burden that hinders business agility. 

Overcoming this mindset requires a comprehensive change management program and effective 

communication of ERM's value proposition. 

Second, the complexity of integrating various heterogeneous risks. A 2024 study by Chen 

and Liu showed that one of the greatest challenges is developing a common risk language and 

measurement methodology that can be consistently applied to credit, market, operational, and 

strategic risks. The differences in the nature and characteristics of each risk make risk 

aggregation challenging both conceptually and practically. 

Third, limitations of data and predictive models. A 2023 study by Rodriguez et al. 

highlighted that many financial institutions still rely on historical data to build their risk models, 

while the risk landscape continues to evolve with the emergence of new risks such as cyber 

risk, climate risk, and geopolitical risk that lack sufficient historical precedent. This raises 

questions about the reliability of traditional risk models. 

Fourth, high implementation costs. A 2024 study by Martinez and Johnson found that 

mid-sized financial institutions often face a trade-off between investing in ERM infrastructure 

and other operational needs. While ERM can generate long-term cost savings through loss 

prevention and operational efficiency, the required initial investment can be a significant 

barrier, especially for institutions with limited resources. 

 

The Role of Technology in ERM Transformation 

Digital transformation has brought fundamental changes to the way financial institutions 

implement ERM. Research by Park and Kim (2024) showed that the adoption of risk 

technology, or RegTech, has enabled automation in risk monitoring and reporting processes, 

reduced human error, and increased response time to changing risk conditions. Integrated ERM 

platforms enable real-time risk dashboards, giving management greater visibility into the 

organization's risk position. 

Advanced analytics and machine learning also open new dimensions in risk assessment. 

A 2023 study by Li and Zhang demonstrated that the use of predictive analytics can improve 

the accuracy of early warning systems for various types of risks, from credit default prediction 

to fraud detection. The ability to process big data from various sources, including unstructured 

data such as news feeds and social media, allows institutions to capture weak signals that might 

be missed by traditional analysis. 

However, technology adoption also brings new risks. A 2024 study by Brown et al. 

warned that over-reliance on algorithmic models without sufficient human oversight can create 

model risk and algorithmic bias, which can actually exacerbate risk exposure. Therefore, a 

balanced approach between technology and human judgment remains key to effective ERM 

implementation. 

 

Impact of Regulation on ERM Implementation 

Regulation plays a significant role in driving ERM adoption in the financial industry. 

Following the 2008 crisis, regulators in various jurisdictions issued regulations requiring 

financial institutions to implement more robust risk management systems. The Basel III 

framework, the Dodd-Frank Act in the United States, and various directives from the European 
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Banking Authority are examples of regulatory pushes that have shaped the ERM landscape in 

the financial industry. 

A 2023 study by Walsh and O'Connor found that institutions that adopt ERM solely due 

to compliance pressure tend to have less than optimal outcomes compared to those that view 

ERM as a strategic imperative. They identified the phenomenon of "checkbox compliance," 

where institutions meet formal regulatory requirements but fail to integrate risk management 

into their decision-making processes. This suggests that regulatory compliance alone is 

insufficient to ensure ERM effectiveness. 

On the other hand, a 2024 study by Peterson and Lee showed that regulatory requirements 

can also serve as a positive catalyst, encouraging institutions to improve their risk management 

capabilities. Requirements for stress testing, scenario analysis, and regular reporting to 

regulators have encouraged many institutions to invest in data infrastructure and analytical 

capabilities, ultimately improving the overall quality of their decision-making. 

 

Emerging Risks and the Evolution of ERM 

The risk landscape in the financial industry continues to evolve, with the emergence of 

new risks requiring adaptive management approaches. Climate risk has become a key focus in 

recent years. Research by Nguyen and Patel (2024) shows that financial institutions are 

beginning to integrate climate scenario analysis into their ERM frameworks, anticipating the 

impact of both physical risks such as natural disasters and transition risks associated with the 

shift to a low-carbon economy. 

Cyber risk has also emerged as an existential threat to financial institutions. A 2023 study 

by Jackson et al. revealed that cyberattacks against financial institutions not only cause direct 

financial losses but can also damage reputation and customer trust, which are valuable 

intangible assets. This has prompted institutions to develop cyber risk frameworks integrated 

with their overall ERM structure. 

Furthermore, geopolitical and systemic risks are also receiving increasing attention. 

Research by Fernandez and Schmidt (2024) showed that global financial institutions face 

additional complexity in managing risks arising from geopolitical tensions, global economic 

fragmentation, and the interconnectedness of the financial system, which increases contagion 

risk. An effective ERM approach must be able to capture not only idiosyncratic risks but also 

systemic risks that can threaten institutional stability. 

 

Risk Culture and the Role of Human Capital 

One critical factor that is often underestimated in ERM implementation is the 

development of a strong risk culture. Research by Turner and Hassan (2023) emphasized that 

technology, processes, and frameworks are merely enablers, while the ultimate success of ERM 

is determined by how each individual within the organization understands and takes ownership 

of risk. A healthy risk culture is characterized by open communication about risks, clear 

accountability, and a reward system aligned with risk-adjusted performance. 

A 2024 study by Morrison et al. found that institutions with a strong risk culture had lower 

operational loss incidents and were quicker to detect and respond to emerging risks. They 

identified several key characteristics of an effective risk culture, including a consistent tone 

from the top, transparent risk reporting, and an environment where employees feel safe raising 

concerns without fear of retribution. 

Developing risk competencies is also crucial. A 2023 study by Ahmad and Wong showed 

a significant talent gap in risk management capabilities in the financial industry. The need for 

professionals who possess not only technical skills in quantitative risk analysis but also business 

acumen and soft skills in communication and influence is increasing. This is driving institutions 

to invest more in training programs and talent development initiatives. 
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Measuring ERM Effectiveness 

Measuring the effectiveness of ERM implementation is a challenge, given that the 

resulting benefits are often intangible and long-term. A 2024 study by Taylor and Murphy 

developed a framework for assessing the maturity level of ERM implementation, encompassing 

dimensions of governance, risk identification and assessment, risk mitigation, monitoring and 

reporting, and continuous improvement. They found that institutions at a higher maturity level 

tend to have a lower cost of risk and greater resilience to adverse events. 

Some researchers also use event study methodology to analyze the impact of ERM on 

firm value. A 2023 study by Gordon et al. found that announcements of improvements in risk 

management practices were associated with positive abnormal returns, indicating that the 

market views ERM as a value-creating activity. However, they also noted that this relationship 

was stronger for institutions with a credible risk management track record. 

From an operational perspective, metrics such as the number of risk incidents, severity of 

losses, compliance rate, and timeliness of risk reporting can indicate the effectiveness of ERM 

implementation. A 2024 study by Davidson and Clark proposed a balanced scorecard approach 

to ERM that integrates financial, operational, compliance, and strategic metrics to provide a 

comprehensive view of ERM performance. 

 

CONCLUSION 

The reviewed literature shows that ERM implementation in the financial industry has 

evolved from a mere compliance exercise to a strategic imperative integral to business 

operations. Successful ERM implementation relies heavily on multiple factors, including 

leadership commitment, a strong risk culture, adequate technology infrastructure, and the ability 

to adapt the framework to the evolving risk landscape. 

Despite significant implementation challenges, empirical evidence shows that effective 

ERM can provide substantial value in both risk mitigation and strategic advantages. Institutions 

that successfully integrate risk considerations into strategic planning and day-to-day decision-

making tend to have superior performance and greater resilience. 

For future research, several areas requiring further exploration include: first, how ERM 

can be more effective in anticipating and managing emerging risks such as climate risk, cyber 

risk, and systemic risk, which differ in characteristics from traditional risks. Second, the role of 

artificial intelligence and advanced analytics in transforming risk management practices and 

how these can be optimized while managing the risks posed by the technology itself. 

Third, research on the optimal governance structure for ERM in different contexts, given 

that a one-size-fits-all approach is not applicable in the highly diverse financial industry. Fourth, 

a longitudinal study on the evolution of risk culture and how cultural transformation can be 

facilitated in established organizations with certain legacy practices. 

Finally, with the increasing interconnectedness of the global financial system, research 

on collaborative approaches to managing systemic risks and how institutions can contribute to 

overall financial stability through responsible risk management practices is becoming 

increasingly relevant. This requires not only academics and practitioners, but also collaboration 

with regulators and policymakers in developing frameworks that can ensure sustainable growth 

in the financial industry. 
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